
DAFTAR PUSTAKA

Abraham, A., 2012, Detecting and Exploiting XSS with Xenotix XSS Exploit  
Framework,  http://www.slideshare.net/ajin25/detecting-and-exploiting-
xss-with-xenotix-xss-exploit-framework, diakses tanggal 27 Februari 2015.

Allen, K.S., 2012, A Software Developer's Guide to HTTP Part II - Messages,  
http://odetocode.com/articles/742.aspx, diakses tanggal 28 Mei 2015.

Bace, R. dan Mell,  P.,  2001, NIST Special Publication on Intrusion Detection  
System,  Booz-Allen  and  Hamilton  Inc.,  McLean,Virginia,  
http://oai.dtic.mil/oai/oai?
verb=getRecord&metadataPrefix=html&identifier=ADA393326,  diakses  
tanggal 2 Juni 2015.

Bachfeld, D., 2009, Getting Started with the PHPIDS Intrusion Detection System, 
http://www.h-online.com/security/features/Getting-started-with-the-
PHPIDS-intrusion-detection-system-746233.html, diakses tanggal 26 Mei 
2015. 

Bau,  J.,  Bursztein,  E.,  Gupta,  D.,  dan  Mitchell,  J.,  2010,  State  of  the  Art:  
Automated  Black-Box  Web  Application  Vulnerability  Testing,  Paper,  
Stanford  University,  California,  
http://theory.stanford.edu/~jcm/papers/pci_oakland10.pdf, diakses tanggal 
24 April 2015.

Beal,  V.,  2010,  The  Difference  Between  the  Internet  and  World  Wide  Web,  
http://www.webopedia.com/DidYouKnow/Internet/Web_vs_Internet.asp,  
diakses tanggal 12 September 2014.

Bennetts,  S.,  Brennan,  T.,  Casey,  L.,  Cho,  M.,  Coimbra,  P.,  Curiel,  J.,  
Deleersnyder, S., Manico,  J.,  Neumann,  A.,  Paiva,  S.,  Siles,  R.,  
Smithline, N., dan Tesauro, M., 2015, OWASP  Zed  Attack  Proxy  
Project,  
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project,  
diakses tanggal 30 Mei 2015.

Boyd, S.W. dan Keromytis, A.D., 2004,  SQLrand : Preventing SQL Injection  
Attacks,  Paper, Department of Computer Science, Columbia University,  
http://web1.cs.columbia.edu/~angelos/Papers/sqlrand.pdf, diakses tanggal 
18 September 2014.

Chauhan,  S.,  2012,  Cross-Site  Scripting  (XSS),  
http://resources.infosecinstitute.com/cross-site-scripting-xss/,  diakses  
tanggal 27 Mei 2015.

Cobb, M., 2009, Cross-Site Scripting Explained : How to Prevent XSS Attacks, 
http://www.computerweekly.com/tip/Cross-site-scripting-explained-How-
to-prevent-XSS-attacks, diakses tanggal 27 Februari 2015.

Cooks, A. dan Oliver, M.S.,  2004, Curtailing Web Defacement Using a Read-only
Strategy,  Proceedings of the Fourth Annual Information Security South  

50

PENDETEKSIAN KERENTANAN SITUS WEB TERHADAP WEB DEFACEMENT DENGAN
VULNERABILITY SCANNER DAN INTRUSION
DETECTION SYSTEM  (STUDI KASUS SITUS WEB HIMAKOM UGM)
BINSAR PRAGIWAKSANA, Lukman Heryawan, S.T., M.T.
Universitas Gadjah Mada, 2015 | Diunduh dari http://etd.repository.ugm.ac.id/



51

Africa Conference (ISSA2004), Midrand, South Africa.
Dougherty, C., 2012, Practical Identification of SQL Injection Vulnerabilities, US-

CERT,  https://www.us-cert.gov/sites/default/files/publications/Practical-
SQLi-Identification.pdf, diakses tanggal 22 Maret 2015.

Doupé, A., Cavedon, L., Kruegel, C., dan Vigna, G., 2012, Enemy of the State : A 
State-Aware Black-Box Web Vulnerability Scanner, 21st USENIX Security
Symposium.

Doupé,  A.,  Cova,  M.,  dan  Vigna,  G.,  2010,  Why Johnny Can't  Pentest  :  An  
Analysis of Black-box Web Vulnerability Scanners,  Paper,  University of 
California,  Santa  Barbara,  http://adamdoupe.com/publications/black-box-
scanners-dimva2010.pdf, diakses tanggal 24 April 2015.

Dubin,  J.,  2008,  Web  Scanning  and  Reporting  Best  Practices,  
http://searchsecurity.techtarget.com/tip/Web-scanning-and-reporting-best-
practices, diakses tanggal 3 Juni 2015.

Gallagher,  L.,  2012,  Mute  Screamer,  https://wordpress.org/plugins/mute-
screamer/,  diakses tanggal 26 Mei 2015.

Grossman,  J.,  2007,  Cross-Site  Scripting  Worms  and  Viruses,  White  paper,  
WhiteHat  Security,  
https://www.whitehatsec.com/assets/WP5CSS0607.pdf, diakses tanggal 27 
Februari 2015.

Gu, Q., Liu, P., dan Chu, C.-H., 2004, Hacking Techniques in Wired Networks,  
Paper,  Pennsylvania  State  University,  University  Park,  
http://s2.ist.psu.edu/paper/hack-wired-network-may-04.pdf,  diakses  
tanggal 17 September 2014.

Gula,  R.,  2011,  Correlating  IDS Alerts  with  Vulnerability Information,  White  
paper, Tenable Network Security, Inc., 
https://www.tenable.com/sites/drupal.dmz.tenablesecurity.com/files/
uploads/documents/whitepapers/va-ids-new.pdf,  diakses  tanggal  2  Juni  
2015. 

Gunkel, D.J., 2000, Hacking Cyberspace, JAC, Volume 20, No. 4, pp. 797 – 823.
Hollander, Y., 2000, Prevent Web Site Defacement, Internet Security Advisor, pp. 

2 – 4.
Hortin,  A.,  2012,  Easy  WP  Guide  Wordpress  Manual,  Maddison  Designs,  

http://rheology-esr.net/wp-content/uploads/EasyWPGuide_V2.3.pdf,  
diakses tanggal 1 Juni 2015.

Huang, Y., Sood, A., dan Bhaskar, R.K., 2003, Countering Web Defacing Attacks 
with System Self Cleansing, Proceedings of 7th World Multiconference on 
Systemics, Cybernetics and Informatics, pp. 12-16, Orlando, Florida, USA.

Kachhawa, R., Singh, N.K., dan Tomar, D.S., 2014, A Novel Approach to Detect 
Web Page Tampering,  International  Journal  of  Computer  Science  and  
Information Technologies, Volume 5, No. 3, 4604 – 4607.

Kanti, T., Richariya, V., dan Richariya, V., 2011, Implementing a Web Browser  

PENDETEKSIAN KERENTANAN SITUS WEB TERHADAP WEB DEFACEMENT DENGAN
VULNERABILITY SCANNER DAN INTRUSION
DETECTION SYSTEM  (STUDI KASUS SITUS WEB HIMAKOM UGM)
BINSAR PRAGIWAKSANA, Lukman Heryawan, S.T., M.T.
Universitas Gadjah Mada, 2015 | Diunduh dari http://etd.repository.ugm.ac.id/

http://www.webopedia.com/DidYouKnow/Internet/Web_vs_Internet.asp
http://web1.cs.columbia.edu/~angelos/Papers/sqlrand.pdf


52

with Web Defacement Detection Techniques, World of Computer Science 
and Information Technology Journal, Volume 1, No. 7, 307-310.

Kost, S., 2014, An Introduction to SQL Injection Attacks for Oracle Developers, 
White  paper,  Integrigy  Corporation,  Chicago,  Illinois,  USA,  
http://www.integrigy.com/security-resources/introduction-sql-injection-
attacks-oracle-developers, diakses tanggal 26 Mei 2015.

Laporte,  M.  dan  Strojny,  L.,  2012,  PHPIDS,  
https://github.com/PHPIDS/PHPIDS/blob/master/README.md,  diakses  
tanggal 30 April 2015.

Leiner, B.M., Cerf, V.G., Clark, D.D., Kahn, R.E., Kleinrock, L., Lynch, D.C.,  
Postel,  J.,  Roberts,  L.G.,  dan  Wolff,  S.,  2009,  A Brief  History of  the  
Internet, ACM SIGCOMM  Computer  Communication  Review,  
Volume 39, Number 5, 22 – 31.

Litwin, P., 2004, Data Security : Stop SQL Injection Attacks Before They Stop 
You, MSDN Magazine, issue September 2004.

McMahon,  M.  dan  Skola,  S.,  2014,  What  is  a  Website  Defacement  ?,  
http://www.wisegeek.com/what-is-a-website-defacement.htm,  diakses  
tanggal  14 September 2014.

Medvet, E. dan Bartoli, A., 2008, Techniques for Large-Scale Automatic Detection
of  Web  Site  Defacements,  Tesi  di  dottorato,  Università  degli  Studi  di  
Trieste.

Negi,  Y.,  2011,  Pragmatic  Overview  of  Hacking  &  Its  Counter  Measures,  
Proceedings of the 5th National Conference; INDIACom-2011, New Delhi, 
India.

Ollmann,  G.,  2002,  HTML  Code  and  Cross-site  Scripting,  White  paper,  
http://www.technicalinfo.net/papers/CSS.html,  diakses  tanggal  30  April  
2015.

OWASP, 2015a, Spider, OWASP ZAP User Guide.
OWASP, 2015b, Scan Policy Dialog, OWASP ZAP User Guide.
Shankdhar,  P.,  2013,  How  to  Prevent  Cross-Site  Scripting  Attacks,  

http://resources.infosecinstitute.com/how-to-prevent-cross-site-scripting-
attacks/, diakses tanggal 3 Juni 2015.

Shura,B., Agarwal, A., Agarwal, V., Auger, R., Casbas, E., Cavallari, L. Estrade, 
M., Gaucher, R., Grossman, J., Hansen, R., Klein, A., Loder, C., Pfeil, K., 
Reguly, T., Ristic, I., Segal, O., Shah, S., Shiflett, C., Stripling, T., dan  
Sullo, C., 2009, Web  Application  Security  Scanner  Evaluation  
Criteria, Web Application Security  Consortium,  
http://projects.webappsec.org/w/page/13246986/Web%20Application
%20Security%20Scanner%20Evaluation%20Criteria, diakses tanggal 27  
Mei 2015.

Sidler,  S.,  2015,  Wordpress  4.2.2  Security  and  Maintenance  Release,  
https://wordpress.org/news/2015/05/wordpress-4-2-2/,  diakses  tanggal  1  

PENDETEKSIAN KERENTANAN SITUS WEB TERHADAP WEB DEFACEMENT DENGAN
VULNERABILITY SCANNER DAN INTRUSION
DETECTION SYSTEM  (STUDI KASUS SITUS WEB HIMAKOM UGM)
BINSAR PRAGIWAKSANA, Lukman Heryawan, S.T., M.T.
Universitas Gadjah Mada, 2015 | Diunduh dari http://etd.repository.ugm.ac.id/



53

Juni 2015.
Spiegel, M.R. dan Stephens, L.J., 2007,  Schaum's Outlines Teori dan Soal-soal  

Statistik,  edisi ketiga, (diterjemahkan oleh : Kastawan, W. dan Harmein,  
I.), Penerbit Erlangga, Jakarta.

Tobias,  M.W.,  2013,  Internet  Security  :  Whom  Should  You  Trust  ?,  
http://www.forbes.com/sites/marcwebertobias/2013/02/10/internet-
security-whom-should-you-trust/, diakses tanggal 12 September 2014.

PENDETEKSIAN KERENTANAN SITUS WEB TERHADAP WEB DEFACEMENT DENGAN
VULNERABILITY SCANNER DAN INTRUSION
DETECTION SYSTEM  (STUDI KASUS SITUS WEB HIMAKOM UGM)
BINSAR PRAGIWAKSANA, Lukman Heryawan, S.T., M.T.
Universitas Gadjah Mada, 2015 | Diunduh dari http://etd.repository.ugm.ac.id/


