Client Side Encryption in Dropbox Cloud Storage Using AES 128 Algorithm
IKVI A R, Dr.-Ing. Mhd. Reza M.l Pulungan, S,Si., M.Sc

Universitas Gadjah Mada, 2016 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

TABLE OF CONTENTS
DECLARATION ... .ooiiiiiiiiiii i v
DEDICATION PAGE .....oooiiiiiiiiii s v
ACKNOWLEDGEMENTS ..ot s vi
LIST OF FIGURES ... ..ottt ix
LIST OF TABLES ..ottt s X1
ABSTRACT ...ttt xii
CHAPTER 1
INTRODUCTION ...ttt 1
1.1 Background .........cocuiiiiiiiie 1
1.2 Research Problem..........ccccoiiiiiiiiiiiiicee e 2
1.3 LAMItAtIONS ...vvivviiiiiiiiicee s 2
1.4 Research ObBJECIVES .......ecviiieriieiiiiesie et 3
1.5 Benefits ..o 3
1.6 Research MethodolOgy.......ccceiiiiiiiiiiiiiie e 3
1.7 Thesis Organization ..........cc.ccoiiiiiiiieiiniiiee e 4
CHAPTER I
LITERATURE REVIEW ..ottt 6
CHAPTER III
THEORETICAL BASIS ..o 10
3.1 Cloud COMPULINE ....eevveirieiirieiee e 10
3.1.1 Cloud Computing ArchiteCture ............cccocvrveiiieiiniiciieiiicieee 10
3.1.2 CharacteriSTICS ....vvvurieieeireesiec e 11
3.1.3 Service Models........ooovviiiiiiiiiiii 11
3.14 Deployment of Cloud Services ..........ccovvvveiiiiiienecnieenec e 12
3.2 Cloud StOrage......cceeiviiiiiiiiiiiieiie e 13
3.2.1 How Cloud Storage Works..........ccooeiiiiieiiiieic e 13
322 Benefits of Cloud Storage .........ccccovvvviiiiiiiiiiicic e 14
323 Challenges in Cloud Storage.........ccoovervrriveiiiiieseeeeesee e 14
324 Dropbox Cloud Storage .........cccooveviiiiiieiiiiciicieee e 14
33 Cryptography ..c.coooiieee e 17
3.3.1 Encryption and Decryption .........cccecvviieiiiiiniciiiic e 17
3.3.2 Types of ENCIyption .......cccoovviiiiiiciiene e 18
3.4 Advanced Encryption Standard............c.ccooiiiiiiiiiiiii 20
34.1 AES ENCIyPtion ....coooiiiiiiiiiicee e 21
34.2 AES DECIYPHON ...ttt 25
343 Advantages of AES Rijndael..........ccccoviiiiiiiii 27
3.5 DropboX APL ..o 28

vii



Client Side Encryption in Dropbox Cloud Storage Using AES 128 Algorithm
IKVI A R, Dr.-Ing. Mhd. Reza M.l Pulungan, S,Si., M.Sc

Universitas Gadjah Mada, 2016 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

CHAPTER 1V
SYSTEM DESIGN ...ttt 31
4.1 SYStemM DESCIIPLION ..vveivivieiiiieiiiie ittt niree e 31
4.2 Requirement ANALYSIS ....c.covveriiieiiieiriiieniese e 32
43 SYSEM DESIZN....eiiiiiiiiiiie it 32
43.1 Use case diagram.........ccooveiriiiiiieiiiiiiieese e 32
432 ACtiVIty DIagram.......ccoveiiiiiiiiiiiiiiie e 34
4.4 Evaluation DeSiN ........cceiiiiiiiiiiieii i 38
44.1 Evaluation Method ... 38
CHAPTER V
IMPLEMENTATION......coiiiiiiiiiiiiii e 40
5.1 System SPECIfICAtION ......ccvveiviiiiiiiciiiee e 40
5.1.1 Software SpecifiCations. .........ccivveeiiriiieiie e 40
5.1.2 Hardware Specifications ...........cervreiiieniiicnie e 40
5.2 System Implementation...........ccovveiiiiiiiiiii 41
5.2.1 User Authenticate Implementation............ccocevvverieiiniienecnc e, 41
522 Copy File to Temporary Directory Implementation...................... 42
523 Encryption Using AES 128 Implementation..............ccccovvvveneennne 43
524 Upload File to Dropbox Implementation .............cccocveiveriieninenne 45
525 Monitor File Implementation ...........ccoovveiiiiieniennniiseesece e 45
5.2.6 Background Process Implementation.............ccocveieeiiieineiieennne. 47
5.2.7 Running Time Process Implementation ............cccceceviveniiicnnenn. 47
5.2.8 Download File from Dropbox Implementation...............c.ccccveune 48
5.2.9 Decryption using AES 128 Implementation ...........ccccevvveerinene 49
CHAPTER VI
EXPERIMENTAL RESULT AND ANALYSIS ... 50
6.1 Evaluation Description..........ccocuiiieiiiiiiiiiiiii s 50
6.2 User AUhOTIZAtION ......veeiviiiiicrieecees e 50
6.3 Encryption ProCess........cccviiiiiiiiiiiiiiiciic e 51
6.4  Running Time ProCess ........cocriiiiiiriiiiicic e 55
6.5 MONItor FIle ...c.ooiiiiiiiiiiiic 58
CHAPTER VII
CONCLUSION ..ottt 59
7.1 CONCIUSION .. 59
7.2 FUuture WOrk......ooooiiiiiiiiiiie 59
BIBLIOGRAPHY ..ottt 60

viil



Client Side Encryption in Dropbox Cloud Storage Using AES 128 Algorithm
IKVI A R, Dr.-Ing. Mhd. Reza M.l Pulungan, S,Si., M.Sc

Universitas Gadjah Mada, 2016 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

LIST OF FIGURES

Figure 3.1 Public, private, and hybrid cloud deployment example (Dialogic.,

20T0) 1ttt ettt bbbt e bbbt
Figure 3.2 Simple cloud storage model ........ccccoovvviiiiiiiiiiiii e
Figure 3.3 Encryption and decryption (Stallings, 2011) ......cccocvvviiiiiiniicninnne
Figure 3.4 Asymmetric encryption (Stallings, 2011) .....ccccvviviiiiniiiiiiniie e
Figure 3.5 Symmetric @nCryption........cccoecviiieriiiiiiciiiie e
Figure 3.6 Encryption in AES-128 (Stallings, 2011) c....cccvviieiiiienniieiiiee e
Figure 3.7 Initial state of AES encryption (Munir, 2000) .........ccooevviirerienennenn.
Figure 3.8 S-Box (Arya and Malhotra, 2016).........cccccvviiiiiiiiiiiicic
Figure 3.9 Sub bytes transformation ............ccoeveiriiniiiinieiee e
Figure 3.10 Shift row transformation...........ccccceviiiiiiiiiiiici
Figure 3.11 Matrix multiplication (Stallings, 2011).......ccccceririinieeiiiiiciicieeene
Figure 3.12 Decryption in AES-128 (Stallings, 2011) .......cccovvvvviiiiiiiiiiiciinn
Figure 3.13 Inv S-Box (Arya and Malhotra, 2016)..........ccccovviiinieiiniciicneen
Figure 3.14 Inv mix columns transformation............cccceeeriiericiiienie e
Figure 4.1 Use €case diagram .........cccocveiiiiiiieninii e
Figure 4.2 Application activity diagram ...........cccceerieerieeiiiienicseesee e
Figure 4.2 Registration activity diagram..........cccccovveriiiiniieiinieneessee e
Figure 4.3 Save activity diagram .........ccccvviiiiiiiiiiii e
Figure 4.4 Synchronizing process activity diagram...........cccocvevvereeiiiineniecnennenn
Figure 5.1 User authentication SCTIPL .........oovueiiiiiiiiiiiiciic e
Figure 5.2 Authorize URL.........cccooiiiiiiiee s
Figure 5.3 Copy file to temporary dir€Ctory .........cceviiiiiiiiiniiiieisc e
Figure 5.4 Encryption process using AES 128 algorithm ..........ccccocooviiiiiinnn.
Figure 5.5 Import AES from Crypto.Cipher .........ccccooviviiiiiiiiiiiiccc
Figure 5.6 Upload file to DropboX.........coeiiiiiiiiiiiiieiecieceesc e
Figure 5.7 Code class on Watchdog...........coceiiiiiiiiiiiiic e
Figure 5.8 Monitor file using Watchdog ...........ccovviiiiiiiiic e
Figure 5.9 Main class of Watchdog..........cccoceiiiiiiiiiiiii
Figure 5.10 Main program printit()........cccoeeerreereerireeneeneeseeseesee e
Figure 5.11 Code snippet of background process ..........cccooerviviiiiiiiiiiiciinnnn
Figure 5.12 Code snippet of running time ...........coveveererinienecnienee e
Figure 5.13 Download file from user’s DIopboX........ccccvviiiiiiiiciiiiciiciec
Figure 5.14 Code snippet of deCryption ......c.cccvveieeriieiieiiienee e
Figure 6.1 Application asks permiSSion .........c.cuecvirieriiiiiniieiine e
Figure 6.2 Authorization code Or tOKEN...........cvviviririiiiiii e
Figure 6.3 Authorization process and key generating..........c.ccocvvvveiiiivcneciennenn
Figure 6.4 Files in local COMPULET..........coiiiiiiiiiiiiieeee e
Figure 6.5 Files in Dropbox WebSIte ........ccovuiiiiiiiiiiiiiciiciec e
Figure 6.6 Encrypted file opens in DropboX website...........ccccvvveriiiiecniniieennnn.
Figure 6.7 Encrypted audio file.........ccccovviiiiiiiiiii
Figure 6.8 Encrypted Video file ........ccooiiiiiiiiiiecee e
Figure 6.9 Encrypted PDF file .........cccoiiiiiiiiiii

ix



Client Side Encryption in Dropbox Cloud Storage Using AES 128 Algorithm
IKVI A R, Dr.-Ing. Mhd. Reza M.l Pulungan, S,Si., M.Sc

Universitas Gadjah Mada, 2016 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

Figure 6.10 Upload file through Dropbox website .........ccccovviiiiiiiiiiiiiiie e, 56
Figure 6.11 Latest modified ..........ccooiveiiiiiiiciice e 58
Figure 6.12 Latest version of Help US.tXt.....ccccocvviiiiiiiiiiiiiiee e 58



Client Side Encryption in Dropbox Cloud Storage Using AES 128 Algorithm
IKVI A R, Dr.-Ing. Mhd. Reza M.l Pulungan, S,Si., M.Sc

Universitas Gadjah Mada, 2016 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

LIST OF TABLES
Table 2.1 Comparison table with previous studies..........ccccvvvvrriiieiiiieniiieniiee e, 9
Table 3.1 Comparison between cloud storage providers ...........ccceevrvvcriienennenn 15
Table 3.2 Various of AES ... 20
Table 3.3 Comparison between AES, 3DES, and DES (Alanazi, et al., 2010)..... 27
Table 3.3 (CONtNUEA)....ccvviiiiiiiiiie i 28
Table 4.1 USE CASE SYSLEIM....c.uiiviiieeiiiiesiiesiieee st e et 34
Table 4.1 (CONtINUEA).......ceiveiiiieiieiiieee e 34
Table 4.2 File INfOrmation..........ccueiiuieiiiiiieiie et 38
Table 4.2 File iInfOrmation..........c.ceeiiuieiiiiiieiic e 38
Table 6.1 Running time of application ............ccooveriiiiiiciieie e 55
Table 6.2 Comparison original size and encrypted file size..........cccovvviiiiiinnnne 56
Table 6.2 (CONtINUEA).......ciieriiiriiieiecie e 57
Table 6.3 Comparison between running time ProCESS .........ovvervrrrreerieesireesineaneeens 57
Table 6.3 (CONtINUEA).......ciiiiiiiiiieii e 58

X1



	TABLE OF CONTENTS
	LIST OF FIGURES
	LIST OF TABLES



