PENGARUH PENERAPAN ALGORITME TEA UNTUK PENGEMBANGAN APLIKASI TELEPON ANTI
SADAP PADA SMARTPHONE

ANDROID

RYAN ARI SETYAWAN, Selo, S.T., M.T., M.Sc., Ph.D. ; Bimo Sunarfri Hantono, S.T., M.Eng

Universitas Gadjah Mada, 2015 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

DAFTAR PUSTAKA

[1] H.P. Singh, S. Singh, J. Singh, and S. A. Khan, “VolP: State of art for global
connectivity - A critical review,” J. Netw. Comput. Appl., vol. 37, no. 1, pp.
365-379, 2014.

[2] Yi-Bing Lin and Meng-Hsun Tsai, “Eavesdropping Through Mobile Phone,”
\eh. Technol. IEEE Trans,, vol. 56, no. 6, pp. 3596-3600, Nov. 2007.

[3] E. Dondyk, L. Rivera, and C. C. Zou, “Wi-Fi access denial of service attack
to smartphones,” Int. J. Secur. Networks, vol. 8, no. 3, pp. 117-129, 2013.

[4] C. Li, S. Li, D. Zhang, and G. Chen, “Cryptanalysis of a data security
protection scheme for VoIP,” Vis. Image Sgnal Process. IEE Proc. -, vol.
153, no. 1, pp. 1-10, Feb. 2006.

[5] S.J. Shepherd, “The Tiny Encryption Algorithm,” Cryptologia, vol. 31, no.
3, pp. 233-245, 2007.

[6] A. Wahab, R. B. Bahaweres, M. Alaydrus, M. Muhaemin, and R. Sarno,
“Performance analysis of VOIP client with integrated encryption module,” in
Communications, Sgnal Processing, and their Applications (ICCSPA), 2013
1st International Conference on, 2013, pp. 1-6.

[7] 1. Burns, K. Gabert, and J. Zheng, “End-to-End Encrypting Android Phone
Calls.”

[8] C.-H. Wang and Y.-S. Liu, “A dependable privacy protection for end-to-end
VolIP via Elliptic-Curve Diffie-Hellman and dynamic key changes,” J. Netw.
Comput. Appl., vol. 34, no. 5, pp. 1545 — 1556, 2011.

[9] E.P. Guillen and D. A. Chacon, “VolP networks performance analysis with
encryption systems,” World Acad. Sci. Eng. Technal., vol. 5, 2009.

[10] J. Kim, S. Yoon, H. Jeong, and Y. Won, “Implementation and evaluation of
SIP-based secure VWoIP communication system,” in Embedded and
Ubiquitous Computing, 2008. EUC’08. IEEE/IFIP International Conference
on, 2008, val. 2, pp. 356-360.

[11] S. Kukkar, “Encrypted IP Woice Call Communication on Android through
Sip Server on 3G GPRS,” Int. J. Eng. Technal., val. 2, no. 2, 2012.

[12] S. Kukkar, “Secure Voip Call on Android Platform,” GJCST-E Netw. Web
Secur., val. 12, no. 12, 2012.

[13] P. Israsena, “Design and implementation of low power hardware encryption
for low cost secure RFID using TEA,” in Information, Communications and
Sgnal Processing, 2005 Fifth International Conference on, 2005, pp. 1402—
1406.

[14] S. A.Y. Hunn, S. Z. binti Md Naziri, and N. binti Idris, “The development of
tiny encryption algorithm (TEA) crypto-core for mobile systems,” presented
at the Electronics Design, Systems and Applications (ICEDSA), 2012 IEEE
International Conference on, 2012, pp. 45-49.

[15] A. Hendra, “ANALISIS PERBANDINGAN KINERJA ALGORITMA
TWOFISH DAN TEA (TINY ENCRYPTION ALGORITHM) PADA DATA
SUARA,” J. IIm. Mat. Terap., vol. 7, no. 1, 2012.

[16] N. Nurdin, S. Kom, and M. Kom, “IMPLEMENTASI ALGORITMA TEA
DAN FUNGSI HASH MD4 UNTUK ENKRIPSI DAN DEKRIPSI DATA,”



PENGARUH PENERAPAN ALGORITME TEA UNTUK PENGEMBANGAN APLIKASI TELEPON ANTI
SADAP PADA SMARTPHONE

ANDROID

RYAN ARI SETYAWAN, Selo, S.T., M.T., M.Sc., Ph.D. ; Bimo Sunarfri Hantono, S.T., M.Eng

Universitas Gadjah Mada, 2015 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

TECHS, val. 2, no. 1, 2013.

[17] R. A. Setyawan, S. Sulistyo, and B. S. Hantono, “Review: Algoritma
Kriptografi Untuk Pengembangan Aplikasi Telepon Anti Sadap di Android.”

[18] R. Oppliger, Contemporary cryptography. Artech House, 2011.

[19] Y. Kurniawan, “Kriptografi: Keamanan internet dan jaringan komunikasi,”
Inform. Bdg., 2004.

[20] Y. Sari, “Perancangan Dan Implementasi Sistem Keamanan Data
Menggunakan Algoritma Simetri Tea Dengan Bahasa Pemrograman Delphi
7.0,” 20009.

[21] R. Munir, “Kriptografi,” Inform. Bdg., 2006.

[22] D. Moon, K. Hwang, W. Lee, S. Lee, and J. Lim, “Impossible differential
cryptanalysis of reduced round XTEA and TEA,” in Fast Software
Encryption, 2002, pp. 49-60.

[23] L. Wu, Y. Zhang, and F. Wang, “A new provably secure authentication and
key agreement protocol for {SIP} using {ECC},” Comput. Sand. Interfaces,
vol. 31, no. 2, pp. 286 — 291, 2009.

[24] K. Kim and C. Wang, “Enterprise WoIP in Fixed Mobile Converged
Networks,” in Multimedia Analysis, Processing and Communications,
Springer, 2011, pp. 585-621.

[25] T. Taufik, “ARSITEKTUR SISTEM VOICE OVER IP (VOIP),” Meditek,
vol. 9, no. 25, 2001.

[26] B. Goode, “Voice over internet protocol (VolP),” Proc. IEEE, val. 90, no. 9,
pp. 1495-1517, 2002.

[27] H.-L. Yeh, T.-H. Chen, and W.-K. Shih, “Robust smart card secured
authentication scheme on SIP using Elliptic Curve Cryptography,” Compuit.
Sand. Interfaces, vol. 36, no. 2, pp. 397-402, 2014.

[28] S. A. Baset, V. K. Gurbani, A. B. Johnston, H. Kaplan, B. Rosen, and J. D.
Rosenberg, “The session initiation protocol (SIP): An evolutionary study,” J.
Commun., vol. 7, no. 2, pp. 89-105, 2012.

[29] K. D. Suryawan, M. Husni, and E. L. Anggraini, “Analisis Layanan Kinerja
Jaringan WoIP Pada Protokol SRTP Dan VPN,” Anal. LAYANAN KINERJA
Jar. ol P PADA Protok. SRTP DAN VPN, 2012.

[30] F. Ribeiro, D. Floréncio, C. Zhang, and M. Seltzer, “Crowdmos: An
approach for crowdsourcing mean opinion score studies,” in Acoustics,
Soeech and Sgnal Processing (ICASSP), 2011 IEEE International
Conference on, 2011, pp. 2416-24109.

[31] L. Malfait, J. Berger, and M. Kastner, “P. 563&# 8212; The ITU-T Standard
for Single-Ended Speech Quality Assessment,” Audio Speech Lang. Process.
|IEEE Trans., vol. 14, no. 6, pp. 1924-1934, 2006.

[32] M. S. Al Arofat, N. Bahtiar, and R. Saputra, “Implementasi Server VoIP
Berbasis SIP Pada LAN Nirkabel Implementation of SIP Based VoIP Server
on Wireless LAN.”

[33] E. B. Setiawan, “Analisa Quality Of Services (Qos) Voice Over Internet
Protocol (Voip) Dengan Protokol H. 323 Dan Session Initial Protocol (Sip),”
UNIKOM Bdg., 2012.

[34] N. Safaat, “Pemrograman Aplikasi Mobile Smartphone dan Tablet PC



PENGARUH PENERAPAN ALGORITME TEA UNTUK PENGEMBANGAN APLIKASI TELEPON ANTI
SADAP PADA SMARTPHONE
ANDROID

RYAN ARI SETYAWAN, Selo, S.T., M.T., M.Sc., Ph.D. ; Bimo Sunarfri Hantono, S.T., M.Eng
UNIVERSITAS

GADJAH MADA Universitas Gadjah Mada, 2015 | Diunduh dari http://etd.repository.ugm.ac.id/

Berbasis Android,” Bdg. Penerbit Inform., 2012.

[35] S. T. Mulyadi, “Membuat Aplikasi Untuk Android,” Yogyak. Multimed. Cent.
Publ., 2010.

[36] D. Suprianto and R. Agustina, “Pemrograman Aplikasi Android,” Yogyak.
Penerbit Mediakom, 2012.

[37] M. E. I. Najoan, “STUDI IMPLEMENTASI VOIP BERBASIS SIP
JARINGAN KAMPUS UNIVERSITAS SAM RATULANGI,” TEKNO, vol.
8, no. 52, 2010.

[38] I. S. Kusmaryanto, M. Eng, P. U. Yanuar Linggar, and I. W. A. Priyono,
“DESAIN DAN QUALITY OF SERVICE (QoS) LAYANAN VOICE
OVER INTERNET PROTOCOL (VolP) PADA SISTEM OPERASI
ANDROID MENGGUNAKAN JARINGAN HIGH SPEED DOWNLINK
PACKET ACCESS (HSDPA),” J. Mhs. TEUB, val. 1, no. 4, 2014.

[39] F. S. Sipdroid, VoIP client for Android, 2012. .



