UNIVERSITAS
GADJAH MADA

[4]

[7]

Implementasi dan Perbandingan Kinerja Pipeline DevSecOps Berbasis GitLab CI/CD dengan
Integrasi

Blockchain Hyperledger Besu dan Nethermind

Ibnu Rasyid, Dr. Ir. Ronald Adrian, S.T., M.Eng., IPM.

Universitas Gadjah Mada, 2026 | Diunduh dari http://etd.repository.ugm.ac.id/

DAFTAR PUSTAKA

R. Mordor Intelligence. "Indonesia Cloud Market Size & Share Analysis -
Growth Trends and Forecast (2026 - 2031)." Mordorintelligence.com.

Accessed: June 11, 2026. [Online]. Available:
https://www.mordorintelligence.com/industry-reports/indonesia-cloud-
market

Lanskap Keamanan Siber 2024. Direktorat Keamanan Siber dan Sandi
Pemerintah Pusat., 2025. Accessed: June 11, 2026. [Online]. Available:
https://gate.bssn.go.id/ppid-document/Informasi-serta-merta/lanskap-
keamanan-siber-
indonesia/Lanskap%?20Keamanan%?20Siber%20Indonesia%202024.pdf

R. Puspita. "Mengenal LockBit 3.0 yang Lumpuhkan PDNS dan Cara
Kerjanya." Csirt.or.id. Accessed: June 11, 2026. [Online]. Available:
https://csirt.or.id/pengetahuan-dasar/mengenal-lockbit-3-0

Sonartype. "10th Annual State of the Software Supply Chain."
Sonartype.com. Accessed: June 11, 2026. [Online]. Available:
https://www.sonatype.com/state-of-the-software-supply-chain/2024/10-
year-look

M. Silverman. "Reconstructing the TJ Actions Changed Files GitHub
Actions Compromise." Synk.io. Accessed: June 12, 2026. [Online].
Available: https://snyk.io/blog/reconstructing-tj-actions-changed-files-
github-actions-compromise/

M. Marandi, A. Bertia, and S. Silas, "Implementing and Automating
Security Scanning to a DevSecOps CI/CD Pipeline," in 2023 World
Conference on Communication & Computing (WCONF), Jul. 2023, pp. 1-
6, doi: 10.1109/WCONF58270.2023.10235015.

C. Fan, C. Lin, H. Khazaei, and P. Musilek, "Performance Analysis of
Hyperledger Besu in Private Blockchain," in 2022 IEEE International

Conference on Decentralized Applications and Infrastructures (DAPPS),
Aug. 2022, doi: 10.1109/DAPPS55202.2022.00016.

M. Woéhrer and U. Zdun, "DevOps for Ethereum Blockchain Smart
Contracts," in 2021 IEEE International Conference on Blockchain
(Blockchain), Dec. 2021, doi: 10.1109/Blockchain53845.2021.00040.

121



UNIVERSITAS
GADJAH MADA

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

Implementasi dan Perbandingan Kinerja Pipeline DevSecOps Berbasis GitLab CI/CD dengan
Integrasi

Blockchain Hyperledger Besu dan Nethermind
Ibnu Rasyid, Dr. Ir. Ronald Adrian, S.T., M.Eng., IPM.

Universitas Gadjah Mada, 2026 | Diunduh dari http://etd.repository.ugm.ac.id/

A. D. Setyoko and A. Zahra, "Perbandingan Efisiensi Proses CI/CD Multi-
Lingkungan melalui Implementasi Paralel dan Berurutan," MALCOM:

Indonesian Journal of Machine Learning and Computer Science, vol. 4, no.
3, May 2024, pp. 911-925, doi: 10.57152/malcom.v413.1334.

T. Chen and H. Suo, "Design and Practice of Security Architecture via
DevSecOps Technology," in 2022 IEEE 13th International Conference on
Software Engineering and Service Science (ICSESS), Oct. 2022, doi:
10.1109/ICSESS54813.2022.9930212.

A. Ibrahim, A. H. Yousef, and W. Medhat, "DevSecOps: A Security Model
for Infrastructure as Code Over the Cloud," in 2022 2nd International
Mobile, Intelligent, and Ubiquitous Computing Conference (MIUCC), May
2022, doi: 10.1109/MIUCC55081.2022.9781709.

E. Bandara et al., "DevSec-GPT — Generative-Al (with Custom-Trained
Meta's Llama2 LLM), Blockchain, NFT and PBOM Enabled Cloud Native
Container Vulnerability Management and Pipeline Verification Platform,"
presented at the IEEE Cloud Summit, Washington, DC, USA, Jun. 27-28,
2024, pp. 28-35, doi: 10.1109/Cloud-Summit61220.2024.00012.

Y. Ucbas, A. Eleyan, M. Hammoudeh, and M. Alohaly, "Performance and
Scalability Analysis of Ethereum and Hyperledger Fabric," IEEE Access,
vol. 11, Jan. 2023, pp. 6715667167, doi: 10.1109/ACCESS.2023.3291618.

F. Wu, Q. Wu, J.-J. Bai, B. Qin, Z. Guan, and W. Susilo, "Network-Layer
Differential Fuzzing for Ethereum," IEEE Transactions on Information
Forensics and Security, vol. 21, Dec. 2026, pp. 578-591, doi:
10.1109/tif5.2025.3648565.

M. N. Alatawi, "Blockchain-Driven Smart Contracts for Advanced

Authorization and Authentication in Cloud Security," Electronics, vol. 14,
no. 15, Aug. 2025, p. 3104, doi: 10.3390/electronics14153104.

W. Yu, J. Qian, R. Xu, C. Jin, H. Fang, and X. Shi, "Improving Substation
Network Security with DevSecOps and AlOps," in 2024 IEEE 10th
Conference on Big Data Security on Cloud, May 2024, pp. 113-118, doi:
10.1109/bigdatasecurity62737.2024.00027.

R. N. Rajapakse, M. Zahedi, M. A. Babar, and H. Shen, "Challenges and
solutions when adopting DevSecOps: A systematic review," Information
and Software Technology, vol. 141, Aug. 2021, p. 106700, doi:
10.1016/j.infsof.2021.106700.

122



UNIVERSITAS
GADJAH MADA

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

Implementasi dan Perbandingan Kinerja Pipeline DevSecOps Berbasis GitLab CI/CD dengan
Integrasi

Blockchain Hyperledger Besu dan Nethermind

Ibnu Rasyid, Dr. Ir. Ronald Adrian, S.T., M.Eng., IPM.

Universitas Gadjah Mada, 2026 | Diunduh dari http://etd.repository.ugm.ac.id/

C. Feio, N. Santos, N. Escravana, and B. Pacheco, "An Empirical Study of
DevSecOps Focused on Continuous Security Testing," in 2024 [EEE
European Symposium on Security and Privacy Workshops (EuroS&PW),
2024, pp. 610617, doi: 10.1109/EuroSPW61312.2024.00074.

J. Y. Zhang and Y. Zhang, "Quantitative DevSecOps Metrics for Cloud-
Based Web Microservices," IEEE Access, vol. 12, Nov. 2024, pp. 160317—
160342, doi: 10.1109/access.2024.3486314.

I.-C. Donca, O. P. Stan, M. Misaros, D. Gota, and L. Miclea, "Method for
Continuous Integration and Deployment Using a Pipeline Generator for
Agile Software Projects," Sensors, vol. 22, no. 12, Jun. 2022, p. 4637, doi:
10.3390/s22124637.

T. Gorski, "Continuous Delivery of Blockchain Distributed Applications,"
Sensors, vol. 22, no. 1, Dec. 2021, p. 128, doi: 10.3390/522010128.

A. Poniszewska-Maranda and E. Czechowska, "Kubernetes Cluster for
Automating Software Production Environment," Sensors, vol. 21, no. 5,
Mar. 2021, p. 1910, doi: 10.3390/s21051910.

GitLab Inc. "GitLab CI/CD Documentation." docs.gitlab.com. Accessed:
June 15, 2026. [Online]. Available: https://docs.gitlab.com/ci/

A. K. Verma, R. Patel, P. Rai, and S. Patel, "Performance Comparison
Between Docker Container and Virtual Machine Microservices," in 2022
IEEE 11th International Conference on Communication Systems and
Network Technologies (CSNT), vol. 2, Apr. 2024, pp. 718723, doi:
10.1109/csnt60213.2024.10546015.

H. Agqasizade, E. Ataie, and M. Bastam, "Experimental assessment of
containers running on top of virtual machines," IET Networks, Nov. 2024,
doi: 10.1049/ntw2.12138.

Docker, Inc. "Docker Development Application Documentation."
docs.docker.com. Accessed: June 15, 2026. [Online]. Available:
https://docs.docker.com/manuals/

N. M. K. Koneru, "The Role of GitLab Runners in CI/CD Pipelines:
Configuring EC2, Docker, and Kubernetes Build Environments," The

Eastasouth Journal of Information System and Computer Science, vol. 2,
no. 03, Apr. 2025, pp. 246271, doi: 10.58812/esiscs.v2i03.529.

123



UNIVERSITAS
GADJAH MADA

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

Implementasi dan Perbandingan Kinerja Pipeline DevSecOps Berbasis GitLab CI/CD dengan
Integrasi

Blockchain Hyperledger Besu dan Nethermind
Ibnu Rasyid, Dr. Ir. Ronald Adrian, S.T., M.Eng., IPM.

Universitas Gadjah Mada, 2026 | Diunduh dari http://etd.repository.ugm.ac.id/

GitLab Inc. "GitLab Runner Documentation." docs.gitlab.com. Accessed:
June 15, 2026. [Online]. Available: https://docs.gitlab.com/runner/

N. Singh, A. Singh, and V. Rawat, "Deploying Jenkins, Ansible and
Kubernetes to Automate Continuous Integration and Continuous
Deployment Pipeline," in 16th IEEE International Conference on Service
Operations and Logistics, and Informatics, Dec. 2022, doi:
10.1109/s501157430.2022.10294378.

Red Hat, LLC. "Ansible Runner Documentation." docs.ansible.com.
Accessed: June 16, 2026. [Online]. Available:
https://docs.ansible.com/projects/runner/en/latest/

D. G. Cruz, J. R. Almeida, and J. L. Oliveira, "Open Source Solutions for
Vulnerability Assessment: A Comparative Analysis," IEEE Access, vol. 11,
Jan. 2023, pp. 100234100255, doi: 10.1109/access.2023.3315595.

G. Bennett, T. Hall, E. Winter, and S. Counsell, "Semgrep*: Improving the
Limited Performance of Static Application Security Testing (SAST) Tools,"
in 28th International Conference on Evaluation and Assessment in Software
Engineering, Jun. 2024, pp. 614—623, doi: 10.1145/3661167.3661262.

K. Kuszczynski and M. Walkowski, "Comparative Analysis of Open-
Source Tools for Conducting Static Code Analysis," Sensors, vol. 23, no.
18, Sep. 2023, pp. 7978-7978, doi: 10.3390/s23187978.

S. Alazmi and D. C. De Leon, "A Systematic Literature Review on the
Characteristics and Effectiveness of Web Application Vulnerability
Scanners," IEEE Access, vol. 10, Mar. 2022, pp. 33200-33219, doi:
10.1109/access.2022.3161522.

K. Abdulghaffar, N. Elmrabit, and M. Yousefi, "Enhancing Web
Application Security through Automated Penetration Testing with Multiple
Vulnerability Scanners," Computers, vol. 12, no. 11, Nov. 2023, p. 235, doi:
10.3390/computers12110235.

B. Xia, T. Bi, Z. Xing, Q. Lu, and L. Zhu, "An Empirical Study on Software
Bill of Materials: Where We Stand and the Road Ahead," in 2023
IEEE/ACM 45th International Conference on Software Engineering, May
2023, pp. 26302642, doi: 10.1109/icse48619.2023.00219.

E. O'Donoghue, B. Boles, C. Izurieta, and A. M. Reinhold, "Impacts of
Software Bill of Materials (SBOM) Generation on Vulnerability Detection,"

124



UNIVERSITAS

Implementasi dan Perbandingan Kinerja Pipeline DevSecOps Berbasis GitLab CI/CD dengan
Integrasi

Blockchain Hyperledger Besu dan Nethermind

Ibnu Rasyid, Dr. Ir. Ronald Adrian, S.T., M.Eng., IPM.

GADJAH MADA Universitas Gadjah Mada, 2026 | Diunduh dari http://etd.repository.ugm.ac.id/

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

in CCS 24: ACM SIGSAC Conference on Computer and Communications
Security, Nov. 2023, pp. 6776, doi: 10.1145/3689944.3696164.

Aqua Security Software Ltd. "Trivy Documentation." trivy.dev. Accessed:
June 17, 2026. [Online]. Available: https://trivy.dev/docs/latest/guide/

M. N. M. Bhutta et al., "A Survey on Blockchain Technology: Evolution,
Architecture and Security," IEEE Access, vol. 9, Apr. 2021, pp. 1-1, doi:
10.1109/access.2021.3072849.

A. Gangwal, H. R. Gangavalli, and A. Thirupathi, "A survey of Layer-two
blockchain protocols," Journal of Network and Computer Applications, vol.
209, Jan. 2023, p. 103539, doi: 10.1016/j.jnca.2022.103539.

Ethereum Foundation. "Ethereum Virtual Machine (EVM)." ethereum.org.
Accessed: June 20, 2026. [Online]. Available:
https://ethereum.org/developers/docs/evm/

A. Bigiotti, L. Mostarda, A. Navarra, A. Pinna, R. Tonelli, and M.
Vaccargiu, "Interoperability Between EVM-Based Blockchains," in AINA
2024 - Advanced Information Networking and Applications, Apr. 2024, pp.
98-109, doi: 10.1007/978-3-031-57853-3 9.

J. Tran. "What is Nethermind? Ethereum execution client (2026)."
Chainstack.com. Accessed: June 21, 2026. [Online]. Available:
https://chainstack.com/what-is-nethermind-ethereum-execution-client/

A. A. Maftei, A. I. Petrariu, V. Popa, and A. Lavric, "A Blockchain
Framework for Scalable, High-Density IoT Networks of the Future,"
Sensors, vol. 25, no. 9, May 2025, pp. 2886—2886, doi: 10.3390/s25092886.

I. Akinyemi. "Comparing Ethereum nodes and clients." logrocket.com.
Accessed: June 21, 2026. [Online]. Available:
https://blog.logrocket.com/comparing-ethereum-nodes-clients/

Hyperledger Foundation. "Besu Ethereum client." docs.besu-eth.org.
Accessed: June 21, 2026. [Online]. Available: https://docs.besu-
eth.org/private-networks

R.-V. Tkachuk, D. Ilie, R. Robert, V. Kebande, and K. Tutschku, "On the
performance and scalability of consensus mechanisms in privacy-enabled
decentralized  renewable  energy  marketplace,"  Annals  of
Telecommunications, vol. 79, no. 3—4, Sep. 2023, pp. 271-288, doi:
10.1007/s12243-023-00973-8.

125



UNIVERSITAS
GADJAH MADA

[48]

[49]

[50]

[51]

[52]

Implementasi dan Perbandingan Kinerja Pipeline DevSecOps Berbasis GitLab CI/CD dengan
Integrasi

Blockchain Hyperledger Besu dan Nethermind
Ibnu Rasyid, Dr. Ir. Ronald Adrian, S.T., M.Eng., IPM.

Universitas Gadjah Mada, 2026 | Diunduh dari http://etd.repository.ugm.ac.id/

L. Zhang, J. Ron, B. Baudry, and M. Monperrus, "Chaos Engineering of
Ethereum Blockchain Clients," Distributed Ledger Technologies: Research
and Practice, vol. 2, no. 3, Sep. 2023, pp. 1-18, doi: 10.1145/3611649.

Demerzel Solutions Limited. "Nethermind Consensus clients."
docs.nethermind.io. Accessed: June 27, 2026. [Online]. Available:
https://docs.nethermind.io/fundamentals/private-networks

C. N. Samuel, S. Glock, F. Verdier, and P. Guitton-Ouhamou, "Choice of
Ethereum Clients for Private Blockchain: Assessment from Proof of
Authority Perspective," in 2021 IEEE International Conference on
Blockchain and Cryptocurrency, May 2021, doi:
10.1109/ICBC51069.2021.9461085.

F. Javed and J. Mangues-Bafalluy, "An Empirical Smart Contracts Latency
Analysis on Ethereum Blockchain for Trustworthy Inter-Provider
Agreements," IEEE Open Journal of the Communications Society, 2024,
doi: 10.1109/0JCOMS.2024.011100.

S. S. Nabil, M. S. A. Pranto, A. A. Al Haque, N. R. Chakraborty, M. J. M.
Chowdhury, and M. S. Ferdous, "Blockchain-based Covid Vaccination
Registration and Monitoring," arXiv preprint arXiv:2109.10213, Sep. 2021.

126



	DAFTAR PUSTAKA

