Sistem Audit Keamanan Smart Contract Otomatis Berbasis Lightweight LLM
Bagus Rakadyanto Oktavianto Putra, Dr. Ir. Guntur Dharma Putra, , S.T., M.Sc; Widyawan, S.T., M.Sc., Ph.D.

Universitas Gadjah Mada, 2025 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS

GADJAH MADA DAFTAR PUSTAKA

[1] G.Habib, S. Sharma, S. Ibrahim, I. Ahmad, S. Qureshi, and M. Ishfaq, “Blockchain
technology: benefits, challenges, applications, and integration of blockchain tech-
nology with cloud computing,” Future Internet, vol. 14, no. 11, p. 341, 2022.

[2] S.N. Khan, F. Loukil, C. Ghedira-Guegan, E. Benkhelifa, and A. Bani-Hani, “Bloc-
kchain smart contracts: Applications, challenges, and future trends,” Peer-to-peer
Networking and Applications, vol. 14, pp. 2901-2925, 2021.

[3] S.-Y. Lin, L. Zhang, J. Li, L.-1. Ji, and Y. Sun, “A survey of application research
based on blockchain smart contract,” Wireless Networks, vol. 28, no. 2, pp. 635—
690, 2022.

[4] S. Sayeed, H. Marco-Gisbert, and T. Caira, “Smart contract: Attacks and prote-
ctions,” leee Access, vol. 8, pp. 24 416-24 427, 2020.

[5] B. Prasad and S. Ramachandram, ‘“Vulnerabilities and attacks on smart contra-
cts over blockchain,” Turkish Journal of Computer and Mathematics Education,
vol. 12, no. 11, pp. 54365449, 2021.

[6] S.S. Kushwabha, S. Joshi, D. Singh, M. Kaur, and H.-N. Lee, “Systematic review of
security vulnerabilities in ethereum blockchain smart contract,” Ieee Access, vol. 10,
pp. 6605-6621, 2022.

[7] D. He, Z. Deng, Y. Zhang, S. Chan, Y. Cheng, and N. Guizani, “Smart contract
vulnerability analysis and security audit,” IEEE Network, vol. 34, no. 5, pp. 276—
282, 2020.

[8] I. David, L. Zhou, K. Qin, D. Song, L. Cavallaro, and A. Gervais, “Do you still need
a manual smart contract audit?” arXiv preprint arXiv:2306.12338, 2023.

[9] S. Hu, T. Huang, F. Ilhan, S. F. Tekin, and L. Liu, “Large language model-powered
smart contract vulnerability detection: New perspectives,” in 2023 5th IEEE In-

ternational Conference on Trust, Privacy and Security in Intelligent Systems and
Applications (TPS-ISA). 1EEE, 2023, pp. 297-306.

[10] Y. Sun, D. Wu, Y. Xue, H. Liu, H. Wang, Z. Xu, X. Xie, and Y. Liu, “Gptscan:
Detecting logic vulnerabilities in smart contracts by combining gpt with program
analysis,” in Proceedings of the IEEE/ACM 46th International Conference on Sof-
tware Engineering, 2024, pp. 1-13.

[11] Y. Sun, D. Wu, Y. Xue, H. Liu, W. Ma, L. Zhang, Y. Liu, and Y. Li, “Llm4vuln:
A unified evaluation framework for decoupling and enhancing llms’ vulnerability
reasoning,” arXiv preprint arXiv:2401.16185, 2024.

[12] S. Xia, S. Shao, M. He, T. Yu, L. Song, and Y. Zhang, “Auditgpt: Auditing smart
contracts with chatgpt,” arXiv preprint arXiv:2404.04306, 2024.

[13] O. Zaazaa and H. El Bakkali, “Smartllmsentry: A comprehensive llm based smart
contract vulnerability detection framework,” Journal of Metaverse, vol. 4, no. 2, pp.
126-137, 2024.

70



Sistem Audit Keamanan Smart Contract Otomatis Berbasis Lightweight LLM
Bagus Rakadyanto Oktavianto Putra, Dr. Ir. Guntur Dharma Putra, , S.T., M.Sc; Widyawan, S.T., M.Sc., Ph.D.

Universitas Gadjah Mada, 2025 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADIAHAPAZ Wei, J. Sun, Z. Zhang, X. Zhang, M. Li, and Z. Hou, “Llm-smartaudit: Advanced

smart contract vulnerability detection,” arXiv preprint arXiv:2410.09381, 2024.

[15] H. Ding, Y. Liu, X. Piao, H. Song, and Z. Ji, “Smartguard: An llm-enhanced frame-
work for smart contract vulnerability detection,” Expert Systems with Applications,
vol. 269, p. 126479, 2025.

[16] W. Ma, D. Wu, Y. Sun, T. Wang, S. Liu, J. Zhang, Y. Xue, and Y. Liu, “Combining
fine-tuning and llm-based agents for intuitive smart contract auditing with justifica-
tions,” arXiv preprint arXiv:2403.16073, 2024.

[17] A. Y. Sun, E. Zemour, A. Saxena, U. Vaidyanathan, E. Lin, C. Lau, and V. Mu-
gunthan, “Does fine-tuning gpt-3 with the openai api leak personally-identifiable
information?” arXiv preprint arXiv:2307.16382, 2023.

[18] N. Carlini, F. Tramer, E. Wallace, M. Jagielski, A. Herbert-Voss, K. Lee, A. Roberts,
T. Brown, D. Song, U. Erlingsson et al., “Extracting training data from large langu-
age models,” in 30th USENIX security symposium (USENIX Security 21), 2021, pp.
2633-2650.

[19] https://www.reuters.com/technology/italy-fines-openai- 15-million-euros-over-privacy-rules-breac
[Accessed 07-07-2025].

[20] Z. Zhang, B. Zhang, W. Xu, and Z. Lin, “Demystifying exploitable bugs in smart
contracts,” in ICSE. 1EEE, 2023, pp. 615-627.

[21] A. Vaswani, N. Shazeer, N. Parmar, J. Uszkoreit, L. Jones, A. N. Gomez, L. Kai-
ser, and I. Polosukhin, “Attention is all you need,” Advances in neural information
processing systems, vol. 30, 2017.

[22] J. Devlin, M.-W. Chang, K. Lee, and K. Toutanova, “Bert: Pre-training of deep
bidirectional transformers for language understanding,” in Proceedings of the 2019
conference of the North American chapter of the association for computational li-
nguistics: human language technologies, volume 1 (long and short papers), 2019,

pp. 4171-4186.

[23] Y. Liu, M. Ott, N. Goyal, J. Du, M. Joshi, D. Chen, O. Levy, M. Lewis, L. Zettlemo-
yer, and V. Stoyanov, “Roberta: A robustly optimized bert pretraining approach,”
arXiv preprint arXiv:1907.11692, 2019.

[24] C. Raffel, N. Shazeer, A. Roberts, K. Lee, S. Narang, M. Matena, Y. Zhou, W. Li,
and P. J. Liu, “Exploring the limits of transfer learning with a unified text-to-text

transformer,” Journal of machine learning research, vol. 21, no. 140, pp. 1-67,
2020.

[25] A. Radford, K. Narasimhan, T. Salimans, I. Sutskever et al., “Improving language
understanding by generative pre-training,” 2018.

[26] A. Radford, J. Wu, R. Child, D. Luan, D. Amodei, I. Sutskever et al., “Language
models are unsupervised multitask learners,” OpenAl blog, vol. 1, no. 8, p. 9, 2019.

71


https://www.reuters.com/technology/italy-fines-openai-15-million-euros-over-privacy-rules-breach-2024-12-20/

Sistem Audit Keamanan Smart Contract Otomatis Berbasis Lightweight LLM
Bagus Rakadyanto Oktavianto Putra, Dr. Ir. Guntur Dharma Putra, , S.T., M.Sc; Widyawan, S.T., M.Sc., Ph.D.

Universitas Gadjah Mada, 2025 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
CADJAHBPAZ  Feng, D. Guo, D. Tang, N. Duan, X. Feng, M. Gong, L. Shou, B. Qin, T. Liu,

D. Jiang et al., “Codebert: A pre-trained model for programming and natural langu-
ages,” arXiv preprint arXiv:2002.08155, 2020.

[28] D. Guo, S.Ren, S. Lu, Z. Feng, D. Tang, S. Liu, L. Zhou, N. Duan, A. Svyatkovskiy,
S. Fu et al., “Graphcodebert: Pre-training code representations with data flow,”
arXiv preprint arXiv:2009.08366, 2020.

[29] Y. Wang, W. Wang, S. Joty, and S. C. Hoi, “Codet5: Identifier-aware unified
pre-trained encoder-decoder models for code understanding and generation,” arXiv
preprint arXiv:2109.00859, 2021.

[30] D. Guo, S. Lu, N. Duan, Y. Wang, M. Zhou, and J. Yin, “Unixcoder: Unified cross-
modal pre-training for code representation,” arXiv preprint arXiv:2203.03850,
2022.

[31] H. Touvron, T. Lavril, G. Izacard, X. Martinet, M.-A. Lachaux, T. Lacroix, B. Ro-
ziere, N. Goyal, E. Hambro, F. Azhar et al., “Llama: Open and efficient foundation
language models,” arXiv preprint arXiv:2302.13971, 2023.

[32] H. Touvron, L. Martin, K. Stone, P. Albert, A. Almahairi, Y. Babaei, N. Bashlykov,
S. Batra, P. Bhargava, S. Bhosale et al., “Llama 2: Open foundation and fine-tuned
chat models,” arXiv preprint arXiv:2307.09288, 2023.

[33] A. Grattafiori, A. Dubey, A. Jauhri, A. Pandey, A. Kadian, A. Al-Dahle, A. Letman,
A. Mathur, A. Schelten, A. Vaughan et al., “The llama 3 herd of models,” arXiv
preprint arXiv:2407.21783, 2024.

[34] J. Bai, S. Bai, Y. Chu, Z. Cui, K. Dang, X. Deng, Y. Fan, W. Ge, Y. Han, F. Huang
et al., “Qwen technical report,” arXiv preprint arXiv:2309.16609, 2023.

[35] Q. A. Yang, B. Yang, B. Zhang, B. Hui, B. Zheng, B. Yu, C. Li, D. Liu, F. Huang,
G. Dong, H. Wei, H. Lin, J. Yang, J. Tu, J. Zhang, J. Yang, J. Yang, J. Zhou,
J. Lin, K. Dang, K. Lu, K. Bao, K. Yang, L. Yu, M. Li, M. Xue, P. Zhang,
Q. Zhu, R. Men, R. Lin, T. Li, T. Xia, X. Ren, X. Ren, Y. Fan, Y. Su, Y.-C.
Zhang, Y. Wan, Y. Liu, Z. Cui, Z. Zhang, Z. Qiu, S. Quan, and Z. Wang,
“Qwen?2.5 technical report,” ArXiv, vol. abs/2412.15115, 2024. [Online]. Available:
https://api.semanticscholar.org/CorpusID:274859421

[36] A. Liu, B. Feng, B. Wang, B. Wang, B. Liu, C. Zhao, C. Dengr, C. Ruan, D. Dai,
D. Guo et al., “Deepseek-v2: A strong, economical, and efficient mixture-of-experts
language model,” arXiv preprint arXiv:2405.04434, 2024.

[37] R.Li, L. B. Allal, Y. Zi, N. Muennighoff, D. Kocetkov, C. Mou, M. Marone, C. Aki-
ki, J. Li, J. Chim et al., “Starcoder: may the source be with you!” arXiv preprint
arXiv:2305.06161, 2023.

[38] A. Lozhkov, R. Li, L. B. Allal, F. Cassano, J. Lamy-Poirier, N. Tazi, A. Tang,
D. Pykhtar, J. Liu, Y. Wei et al., “Starcoder 2 and the stack v2: The next generation,”
arXiv preprint arXiv:2402.19173, 2024.

72


https://api.semanticscholar.org/CorpusID:274859421

Sistem Audit Keamanan Smart Contract Otomatis Berbasis Lightweight LLM
Bagus Rakadyanto Oktavianto Putra, Dr. Ir. Guntur Dharma Putra, , S.T., M.Sc; Widyawan, S.T., M.Sc., Ph.D.

Universitas Gadjah Mada, 2025 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
CADAHRGPAB  Roziere, J. Gehring, F. Gloeckle, S. Sootla, I. Gat, X. E. Tan, Y. Adi, J. Liu,

R. Sauvestre, T. Remez et al., “Code llama: Open foundation models for code,”
arXiv preprint arXiv:2308.12950, 2023.

[40] D. Guo, Q. Zhu, D. Yang, Z. Xie, K. Dong, W. Zhang, G. Chen, X. Bi, Y. Wu, Y. Li
et al., “Deepseek-coder: When the large language model meets programming—the
rise of code intelligence,” arXiv preprint arXiv:2401.14196, 2024.

[41] Q. Zhu, D. Guo, Z. Shao, D. Yang, P. Wang, R. Xu, Y. Wu, Y. Li, H. Gao, S. Ma
et al., “Deepseek-coder-v2: Breaking the barrier of closed-source models in code
intelligence,” arXiv preprint arXiv:2406.11931, 2024.

[42] F. Cassano, J. Gouwar, D. Nguyen, S. Nguyen, L. Phipps-Costin, D. Pinckney,
M.-H. Yee, Y. Zi, C. J. Anderson, M. Q. Feldman et al., “Multipl-e: A scalable
and extensible approach to benchmarking neural code generation,” arXiv preprint
arXiv:2208.08227, 2022.

[43] Q. Team, “Code with codeqwenl.5,” April 2024. [Online]. Available: https:
//qwenlm.github.io/blog/codeqwenl.5/

[44] B. Hui, J. Yang, Z. Cui, J. Yang, D. Liu, L. Zhang, T. Liu, J. Zhang, B. Yu, K. Lu
et al., “Qwen2. 5-coder technical report,” arXiv preprint arXiv:2409.12186, 2024.

[45] J. Guo, C. Wang, X. Xu, Z. Su, and X. Zhang, “Repoaudit: An autonomous llm-
agent for repository-level code auditing,” arXiv preprint arXiv:2501.18160, 2025.

[46] Z.Li, S. Dutta, and M. Naik, “Iris: Llm-assisted static analysis for detecting security
vulnerabilities,” in The Thirteenth International Conference on Learning Represen-
tations, 2025.

[47] J. Wang, Z. Huang, H. Liu, N. Yang, and Y. Xiao, “Defecthunter: A novel llm-driven
boosted-conformer-based code vulnerability detection mechanism,” arXiv preprint
arXiv:2309.15324, 2023.

[48] N. T. Islam, J. Khoury, A. Seong, E. Bou-Harb, and P. Najafirad, “Enhancing so-
urce code security with llms: Demystifying the challenges and generating reliable
repairs,” arXiv preprint arXiv:2409.00571, 2024.

[49] G. Lu, X. Ju, X. Chen, W. Pei, and Z. Cai, “Grace: Empowering llm-based software
vulnerability detection with graph structure and in-context learning,” Journal of
Systems and Software, vol. 212, p. 112031, 2024.

[50] X.Du, G. Zheng, K. Wang, J. Feng, W. Deng, M. Liu, B. Chen, X. Peng, T. Ma, and
Y. Lou, “Vul-rag: Enhancing llm-based vulnerability detection via knowledge-level
rag,” arXiv preprint arXiv:2406.11147, 2024.

[51] B. Boi, C. Esposito, and S. Lee, “Vulnhunt-gpt: a smart contract vulnerabilities
detector based on openai chatgpt,” in Proceedings of the 39th ACM/SIGAPP Sym-
posium on Applied Computing, 2024, pp. 1517-1524.

[52] L. Yu, S. Chen, H. Yuan, P. Wang, Z. Huang, J. Zhang, C. Shen, F. Zhang,
L. Yang, and J. Ma, “Smart-llama: Two-stage post-training of large language mo-

dels for smart contract vulnerability detection and explanation,” arXiv preprint
arXiv:2411.06221, 2024.

73


https://qwenlm.github.io/blog/codeqwen1.5/
https://qwenlm.github.io/blog/codeqwen1.5/

Sistem Audit Keamanan Smart Contract Otomatis Berbasis Lightweight LLM
Bagus Rakadyanto Oktavianto Putra, Dr. Ir. Guntur Dharma Putra, , S.T., M.Sc; Widyawan, S.T., M.Sc., Ph.D.

Universitas Gadjah Mada, 2025 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
CADIAMX3PA7 Wei, J. Sun, Z. Zhang, X. Zhang, and M. Li, “Leveraging fine-tuned langu-

age models for efficient and accurate smart contract auditing,” arXiv preprint
arXiv:2410.13918, 2024.

[54] M. Mohri, A. Rostamizadeh, and A. Talwalkar, Foundations of Machine Learning.
The MIT Press, 2018.

[55] A. S. Nyamawe, M. M. Mjahidi, N. E. Nnko, S. A. Diwani, G. G. Minja, and
K. Malyango, Practical machine learning: A beginner’s guide with ethical insights.
CRC Press, 2025.

[56] K. Chowdhary and K. Chowdhary, “Natural language processing,” Fundamentals
of artificial intelligence, pp. 603—649, 2020.

[57] D. Jurafsky and J. H. Martin, Speech and Language Processing: An Introduction to
Natural Language Processing, Computational Linguistics, and Speech Recognition
with Language Models, 3rd ed., 2025, online manuscript released January 12,
2025. [Online]. Available: https://web.stanford.edu/~jurafsky/slp3/

[58] D. Khurana, A. Koli, K. Khatter, and S. Singh, “Natural language processing:
state of the art, current trends and challenges,” Multimedia Tools and
Applications, vol. 82, no. 3, p. 3713-3744, Jul. 2022. [Online]. Available:
http://dx.doi.org/10.1007/s11042-022-13428-4

[59] M. Schuster and K. Nakajima, “Japanese and korean voice search,” in 2012 IE-

EE international conference on acoustics, speech and signal processing (ICASSP).
IEEE, 2012, pp. 5149-5152.

[60] R. Sennrich, B. Haddow, and A. Birch, “Neural machine translation of rare words
with subword units,” arXiv preprint arXiv:1508.07909, 2015.

[61] T. Kudo, “Subword regularization: Improving neural network translation models
with multiple subword candidates,” arXiv preprint arXiv:1804.10959, 2018.

[62] L. Ouyang, J. Wu, X. Jiang, D. Almeida, C. Wainwright, P. Mishkin, C. Zhang,
S. Agarwal, K. Slama, A. Ray et al., “Training language models to follow instru-
ctions with human feedback,” Advances in neural information processing systems,
vol. 35, pp. 27 730-27 744, 2022.

[63] T.Brown, B. Mann, N. Ryder, M. Subbiah, J. D. Kaplan, P. Dhariwal, A. Neelakant-
an, P. Shyam, G. Sastry, A. Askell et al., “Language models are few-shot learners,”
Advances in neural information processing systems, vol. 33, pp. 1877-1901, 2020.

[64] J. Wei, X. Wang, D. Schuurmans, M. Bosma, F. Xia, E. Chi, Q. V. Le, D. Zhou et al.,
“Chain-of-thought prompting elicits reasoning in large language models,” Advances
in neural information processing systems, vol. 35, pp. 24 824-24 837, 2022.

[65] T. Kojima, S. S. Gu, M. Reid, Y. Matsuo, and Y. Iwasawa, “Large language mo-
dels are zero-shot reasoners,” Advances in neural information processing systems,

vol. 35, pp. 22 199-22 213, 2022.

74


https://web.stanford.edu/~jurafsky/slp3/
http://dx.doi.org/10.1007/s11042-022-13428-4

Sistem Audit Keamanan Smart Contract Otomatis Berbasis Lightweight LLM
Bagus Rakadyanto Oktavianto Putra, Dr. Ir. Guntur Dharma Putra, , S.T., M.Sc; Widyawan, S.T., M.Sc., Ph.D.

Universitas Gadjah Mada, 2025 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
CADAHIBGPAE. 1. Hu, Y. Shen, P. Wallis, Z. Allen-Zhu, Y. Li, S. Wang, L. Wang, W. Chen et al.,

“Lora: Low-rank adaptation of large language models.” ICLR, vol. 1, no. 2, p. 3,
2022.

[67] D. Kalajdzievski, “A rank stabilization scaling factor for fine-tuning with lora,”
arXiv preprint arXiv:2312.03732, 2023.

[68] H. Poston, “Mapping the owasp top ten to blockchain,” Procedia Computer Science,
vol. 177, pp. 613-617, 2020.

[69] “OWASP Smart Contract Top 10 | OWASP Foundation — owasp.org,” https:
/lowasp.org/www-project-smart-contract-top-10/, [Accessed 27-05-2025].

[70] M. Luo, S. Tan, J. Wong, X. Shi, W. Y. Tang, M. Roongta, C. Cai,
J. Luo, L. E. Li, R. A. Popa, and I. Stoica, “Deepscaler: Surpassing ol-
preview with a 1.5b model by scaling rl,” https://pretty-radio-b75.notion.site/
DeepScaleR-Surpassing-O1-Preview-with-a- 1-5B-Model-by-Scaling-RL-19681902¢1468005bec
2025, notion Blog.

[71]1 A. Yang, A. Li, B. Yang, B. Zhang, B. Hui, B. Zheng, B. Yu, C. Gao, C. Huang,
C. Lv et al., “Qwen3 technical report,” arXiv preprint arXiv:2505.09388, 2025.

75


https://owasp.org/www-project-smart-contract-top-10/
https://owasp.org/www-project-smart-contract-top-10/
https://pretty-radio-b75.notion.site/DeepScaleR-Surpassing-O1-Preview-with-a-1-5B-Model-by-Scaling-RL-19681902c1468005bed8ca303013a4e2
https://pretty-radio-b75.notion.site/DeepScaleR-Surpassing-O1-Preview-with-a-1-5B-Model-by-Scaling-RL-19681902c1468005bed8ca303013a4e2

	DAFTAR PUSTAKA

