Analisis Kerentanan Lapisan Edge lloT Terhadap Serangan DoS Pada Sistem Komunikasi PLC
Berbasis MQTT
Hilmi Dzakiana Maulidia, Dr.-Ing. Ir. Awang Noor Indra Wardana, S.T., M.T., M.Sc., IPM.; Dr. Eng. Ir. Dwi Joko Suro

Universitas Gadjah Mada, 2025 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

DAFTAR PUSTAKA
[1] E.Kuppusamy and K. Mariappan, “Integration of operation technology (OT)

and information technology (IT) through intelligent automation in
manufacturing industries,” Adv. Transdiscipl. Eng., vol. 15, pp. 284-290,
2021, doi: 10.3233/ATDE210050.

[2] J. Antony, B. Mahato, S. Sharma, and G. Chitranshi, “A web PLC using
distributed web servers for data acquisition and control: Wed based PLC,”
2011 Int. Conf. Inf. Sci. Appl. ICISA 2011, pp. 1-4, 2011, doi:
10.1109/ICISA.2011.5772427.

[3] C. Sun, K. Guo, Z. Xu, J. Ma, and D. Hu, “Design and Development of
Modbus / MQTT Gateway for Industrial 10T Cloud Applications Using
Raspberry Pi,” pp. 1-5, 2024.

[4] OASIS Open, “MQTT Version 3.1.1,” OASIS Stand., no. December, pp. 1—
81, 2015, [Online]. Available: http://docs.oasis-
open.org/mqtt/mqtt/v3.1.1/mqtt-v3.1.1.html

[5] I A. Putra, “ANALISIS KINERJA INTEGRASI PLC S7-1500 DENGAN
PERANGKAT SELULER ANDROID BERBASIS MQTT,”
UNIVERSITAS GADJAH MADA, 2024.

[6] A. Abhishta, the Blind Man and the Elephant: Measuring Economic Impacts
of DDoS Attacks. 2019.

[7] Panemon Institute, “Trends in the Cost of Web Application & Denial of
Service Attacks,” 2017.

[8] O. Yevsiecieva and S. M. Helalat, “Analysis of the Impact of the Slow HTTP
DOS and DDOS Attacks on the Cloud Environment,” 4th Int. Sci. Conf., pp.
519-523, 2017.

[91 M. A. Ferrag, O. Friha, D. Hamouda, L. Maglaras, and H. Janicke, “Edge-
IloTset: A New Comprehensive Realistic Cyber Security Dataset of 10T and
IToT Applications for Centralized and Federated Learning,” IEEE Access,
vol. 10, pp. 40281-40306, 2022, doi: 10.1109/ACCESS.2022.3165809.

[10] S. H. Mekala, Z. Baig, A. Anwar, and N. Syed, “DoS Attacks, Human
Factors, and Evidence Extraction for the Industrial Internet of Things (I10T)

56



Analisis Kerentanan Lapisan Edge lloT Terhadap Serangan DoS Pada Sistem Komunikasi PLC
Berbasis MQTT
Hilmi Dzakiana Maulidia, Dr.-Ing. Ir. Awang Noor Indra Wardana, S.T., M.T., M.Sc., IPM.; Dr. Eng. Ir. Dwi Joko Suro

Universitas Gadjah Mada, 2025 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

Paradigm,” Proc. - 2023 38th IEEE/ACM Int. Conf. Autom. Softw. Eng.
Work. ASEW 2023, pp. 32-39, 2023, doi:
10.1109/ASEW60602.2023.00009.

[11] S.Nirenjena and D. S. Baskaran, “An Investigation on Distributed Denial of
Service Attack in Edge Computing,” Proc. - 5th Int. Conf. Smart Syst. Inven.
Technol. ICSSIT 2023, no. lcssit, pp. 668675 2023, doi:
10.1109/1CSSIT55814.2023.10061128.

[12] W. Z. Khan, M. H. Rehman, H. M. Zangoti, M. K. Afzal, N. Armi, and K.
Salah, “Industrial internet of things: Recent advances, enabling technologies
and open challenges,” Comput. Electr. Eng., vol. 81, no. November, 2020,
doi: 10.1016/j.compeleceng.2019.106522.

[13] L. Shi-Wan et al., “The Industrial Internet of Things Volume G1 : Reference
Architecture,” in Industrial Internet Consortium White Paper, 2019, p. 58
Seiten.

[14] E. Sisinni, A. Saifullah, S. Han, U. Jennehag, and M. Gidlund, “Industrial
internet of things: Challenges, opportunities, and directions,” IEEE Trans.
Ind. Informatics, vol. 14, no. 11, pp. 47244734, 2018, doi:
10.1109/T11.2018.2852491.

[15] F. Larrinaga, W. Ochoa, A. Perez, J. Cuenca, J. Legaristi, and M.
Illarramendi, ‘“Node-RED Workflow Manager for Edge Service
Orchestration,” Proc. IEEE/IFIP Netw. Oper. Manag. Symp. 2022 Netw.
Serv. Manag. Era Cloudification, Softwarization Artif. Intell. NOMS 2022,
pp. 1-6, 2022, doi: 10.1109/NOMS54207.2022.9789940.

[16] T. Hagino, N. O’Leary, and an O. M. C. Safari, Practical Node-RED
Programming. 2021.

[17] F.H.Hsu,Y.L.Hwang, C.Y. Tsai, W.T. Cai, C. H. Lee, and K. W. Chang,
“TRAP: A Three-way handshake server for TCP connection establishment,”
Appl. Sci., vol. 6, no. 11, 2016, doi: 10.3390/app6110358.

[18] U. Enste and W. Mahnke, “OPC Unified Architecture,” 2011. doi:
10.1524/aut0.2011.0934.

[19] International Electrotechnical Commission (EIC), “IEC 61131-3:2013 -

57



Analisis Kerentanan Lapisan Edge lloT Terhadap Serangan DoS Pada Sistem Komunikasi PLC
Berbasis MQTT
Hilmi Dzakiana Maulidia, Dr.-Ing. Ir. Awang Noor Indra Wardana, S.T., M.T., M.Sc., IPM.; Dr. Eng. Ir. Dwi Joko Suro

Universitas Gadjah Mada, 2025 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

Programmable controllers - Part 3: Programming languages,” 2013.

[20] W.Kim and M. Sung, “Poster abstract: OPC-UA communication framework
for PLC-based industrial IoT applications,” Proc. - 2017 IEEE/ACM 2nd Int.
Conf. Internet-of-Things Des. Implementation, IoTDI 2017 (part CPS Week),
pp. 327-328, 2017, doi: 10.1145/3054977.3057305.

[21] OPC Foundation, “The State of Things,” OPC Connect. Accessed: Mar. 08,
2025. [Online]. Available:
https://opcconnect.opcfoundation.org/2017/06/the-state-of-things/

[22] A. Atutxa, D. Franco, J. Sasiain, J. Astorga, and E. Jacob, “Achieving low
latency communications in smart industrial networks with programmable
data planes,” Sensors, vol. 21, no. 15, 2021, doi: 10.3390/s21155199.

[23] L. Gururaj H, C. Soundarya B, V. Janhavi, H. Lakshmi, and M. J. Prassan
Kumar, “Analysis of Cyber Security Attacks using Kali Linux,” IEEE Int.
Conf. Distrib. Comput. Electr. Circuits Electron. ICDCECE 2022, pp. 1-6,
2022, doi: 10.1109/ICDCECE53908.2022.9793164.

[24] H. R. Nagesh and K. C. Sekaran, “Design and development of proactive
solutions for mitigating denial-of-service attacks,” Proc. - 2006 14th Int.
Conf. Adv. Comput. Commun. ADCOM 2006, pp. 157-162, 2006, doi:
10.1109/ADCOM.2006.4289874.

[25] M. E. Manna, “Review Of Syn-Flooding Attack Detection Mechanism,” Int.
J. Distrib. Parallel Syst, vol. 3, no. 1, pp. 99-117, 2012, doi:
10.5121/ijdps.2012.3108.

[26] B. Katti, C. Plociennik, and M. Schweitzer, “GeSCo: exploring the edge
beneath the cloud in decentralized manufacturing,” Int. J. Adv. Syst. Meas.
vll, 1&2, no. June, pp. 183-195, 2018.

[27] G.Martinez, J. A. Hernandez, P. Reviriego, and P. Reinheimer, “Round Trip
Time (RTT) Delay in the Internet: Analysis and Trends,” IEEE Netw., vol.
38, no. 2, pp. 280-285, 2024, doi: 10.1109/MNET004.2300008.

[28] X. Chen, H. Kim, J. M. Aman, W. Chang, M. Lee, and J. Rexford,
“Measuring TCP Round-Trip Time in the Data Plane,” Proc. 2020 ACM
SIGCOMM Work. Secur. Program. Netw. Infrastructure, SPIN 2020, pp. 35—

58



Analisis Kerentanan Lapisan Edge lloT Terhadap Serangan DoS Pada Sistem Komunikasi PLC
Berbasis MQTT

Hilmi Dzakiana Maulidia, Dr.-Ing. Ir. Awang Noor Indra Wardana, S.T., M.T., M.Sc., IPM.; Dr. Eng. Ir. Dwi Joko Suro
UNIVERSITAS Universitas Gadjah Mada, 2025 | Diunduh dari http://etd.repository.ugm.ac.id/

GADJAH MADA

41, 2020, doi: 10.1145/3405669.3405823.

[29] P. R. Utami, “Analisis Perbandingan Quality of Service Jaringan Internet
Berbasis Wireless Pada Layanan Internet Service Provider (Isp) Indihome
Dan First Media,” J. llm. Teknol. dan Rekayasa, vol. 25, no. 2, pp. 125-137,
2020, doi: 10.35760/tr.2020.v25i2.2723.

[30] R.A.Johnsonand D. W. Wichern, Applied Multivariate Statistical Analysis.
Upper Saddle River, New Jersey, 2007.

59



	DAFTAR PUSTAKA

