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INTISARI

Sumber ¥’Cs di rumah sakit memiliki potensi dicuri oleh kriminal untuk
diperjualbelikan karena nilai ekonomisnya. Hal tersebut melatarbelakangi adanya
evaluasi kerentanan keamanan ruang penyimpanan **Cs terutama pada rumah sakit
yang belum pernah dilakukan. Penelitian ini dilakukan untuk menganalisis
ancaman apa saja yang mungkin terjadi terhadap sumber *3’Cs selama penyimpanan
di ruang penyimpanan fasilitas kedokteran nuklir RS Sardjito dan nilai probabilitas
keberhasilan dari ancaman tersebut.

Evaluasi kerentanan keamanan ruang penyimpanan **’Cs dilakukan dengan
menghitung nilai probabilitas keberhasilan pencurian melalui skenario yang telah
ditentukan menggunakan metode analisis attack-defense tree. Penyerangan
terhadap ruang penyimpanan dan sistem proteksi fisik pada ruang penyimpanan
disimulasikan menggunakan perangkat lunak ADTool. Sistem proteksi fisik
diterima apabila nilai probabilitas penyerangan sudah memiliki nilai di bawah 0,1
atau kemungkinan terjadinya sangat rendah.

Keamanan ruang penyimpanan *3’Cs rentan terhadap ancaman pencurian
sumber ¥’Cs dari dalam kontainer dengan probabilitas keberhasilan 0,034 atau
pencurian sumber beserta kontainer penyimpanannya dengan probabilitas
keberhasilan 0,028. Nilai probabilitas keberhasilan pencurian sumber seluruhnya
adalah 0,061. Hasil tersebut telah berada di bawah 0,1 sehingga keamanan ruang
penyimpanan sudah baik dan aman.
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ABSTRACT

The potential for criminal exploitation of 3’Cs sources in hospitals is
heightened by their economic value, which may prompt theft for subsequent trade.
This prompts the necessity for an evaluation of the security vulnerability of the
137Cs source storage room, particularly in hospitals where such an assessment has
never been conducted. The objective of this research was to analyze potential
threats to the *'Cs source during the storage period in the storage room of the
nuclear medicine facility of RS Sardjito and and to assess the probability of success
for any threats that may arise.

The security vulnerability assessment of the 3'Cs source storage room was
conducted by calculating the probability of a successful theft through a
predetermined scenario using the attack-defense tree analysis method. The attack
on the storage room and the physical protection system therein were simulated
using ADTool software. The physical protection system is deemed acceptable if the
attack probability value is below 0.1, indicating a very low probability of
occurrence.

The security vulnerability of the *¥'Cs storage room is vulnerable to the theft
of the *¥7Cs source from inside the container, with a success probability of 0.034.
Alternatively, the source and its storage container could be stolen together, with a
success probability of 0.028. The overall probability of success for the theft of the
source was 0.061. These results are already below 0.1, indicating that the security
of the storage room can be considered good and secure.
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