BINARY STATIC ANALYSIS THROUGH INSTRUCTION AND OPERAND EXTRACTION AND
AGGLOMERATIVE HIERARCHICAL
CLUSTERING

CHRYST MARK REAL RUMAHORBO, Prof. Dr.-Ing. Mhd. Reza M. I. Pulun-gan, S.Si., M.Sc.
UNIVERSITAS

GADJAH MADA Universitas Gadjah Mada, 2024 | Diunduh dari http://etd.repository.ugm.ac.id/

TABLE OF CONTENTS
APPROVAL PAGE ...ttt i
DECLARATION. ...ttt ii
FOREWORD......ctiiiiee ettt st ne e \Y
LIST OF TABLES ... oottt viil
LIST OF FIGURES ... ..o iX
LIST OF CODE ...t Xi
ABST RACT e Xii
CHAPTER | INTRODUCTION ..ot 1
1.1 Research Background ............cccovviiieiieiiiie e 1
1.2 Research ProbIem ... 2
1.3 RESEAICN SCOPE ....cuviiviiiteeie sttt ettt sttt te e esre e 3
1.4 ReSearch ODJECLIVES.......cccciiiiiiiiiiiesiieee e 3
1.5 ReSEarch BenefitS.........coiiiiiiiiiicsieee e 3
CHAPTER Il LITERATURE REVIEW ..o 5
CHAPTER I THEORETICAL BASIS ... 12
3.1 BINAY FIIES ...t 12
3.2 ELF FHIES ... 12
3.3 Instruction and Operand EXIraCtion ..........cccccoveriiinieniinieienese s 13
3.4 ShanNON ENFOPY ......cciieieiieie ettt sta e 14
3.5 Kullback-Leibler Divergence (KL-DIVergence).........cccccevveviieiieesieannnens 15
3.6 Agglomerative Hierarchical Clustering (AHC) ..., 16
3.7 Silhouette Coefficient as an Evaluation Metric ...........ccccceveieniiininnnns 19
3.8 Block Feature Correlation Using Cross-Correlation Function ................. 20
3.9 Correlated Data FIOW Graph..........ccocoveiiiiiiiiic e 21



BINARY STATIC ANALYSIS THROUGH INSTRUCTION AND OPERAND EXTRACTION AND
AGGLOMERATIVE HIERARCHICAL

CLUSTERING

CHRYST MARK REAL RUMAHORBO, Prof. Dr.-Ing. Mhd. Reza M. I. Pulun-gan, S.Si., M.Sc.

Universitas Gadjah Mada, 2024 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

CHAPTER IV RESEARCH METHODOLODY .....cccoeiiiiienieeene e 22
4.1 ReSearch DeSCIIPLION ....cc.ccveiveiiecie e 22
4.2 Environment Set-Up and Data ACQUISITION .......cccocveveeieiieve e 22

4.2.1 Building Custom Programs.........cccceeveiveresiiesieesesieseeseneseeseeseenens 22
4.2.2 Disassembling ELF FIlES .........ccooiiiiiiiiiiceeee e 23
4.3 Feature EXIrACION .....cc.oiiiiiieiiiese e 24
4.3.1 Entropy Based Significant Feature EXtraction............cccoccevvvienvnnne 24
4.4 Block CharaCterization...........coovieiieiiiieiiesie s 25
4.4.1 Implementing Agglomerative Hierarchical Clustering (AHC).......... 25
4.4.2 Evaluating the Clusters Using Silhouette Coefficient..............cc........ 26
4.5 Constructing Correlated Data FIow Graphs...........cccooooviiieiininiinnns 27
4.5.1 Calculating Block Feature Correlation ............cccccveveiievviveciieseenne 27
4.5.2 Generating Correlation Data Flow Graphs ............ccccocevviveiiieieennne 27

CHAPTER V IMPLEMENTATION ..ot 28
5.1 Development ENVIFONMENT ..........cooiiiiiiiiiciie e 28
5.2 Dataset GENEIatiON .........ccciuiiieiiiiiiiiei it 28
5.2 Feature EXtraction Program ..........cccoceeeeiieiieii i 29
5.3 Extracting Significant Features by Entropies Level ...........ccccocovviinnnene. 32

5.3.1 Noise Removal via Entropy Thresholding.........ccccooeiiiiiiniiiiinnne 32
5.4 Block Characterization Using KL-Divergence and AHC............ccccoeeee. 35
5.4.1 Calculating KL-DIVEIrgeNCE .......coeiviiiiiiiiiiiriesieiee e 35
5.4.2 AHC IMplementation.........ccocooerereiiieneiisesee e 36
5.5 Silhouette Coefficient as Evaluation MetriC ............ccccovvveinincncinennns 38
5.6 Generating Correlated Data Flow Graphs (CDFGS).......ccccceveveniriniennnn 39
5.6.1 Calculating Block Correlation ...........ccccccevvieiiiiiiicie e 40

Vi



BINARY STATIC ANALYSIS THROUGH INSTRUCTION AND OPERAND EXTRACTION AND
AGGLOMERATIVE HIERARCHICAL

CLUSTERING

CHRYST MARK REAL RUMAHORBO, Prof. Dr.-Ing. Mhd. Reza M. I. Pulun-gan, S.Si., M.Sc.

Universitas Gadjah Mada, 2024 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

5.6.2 Visualizing Highly Correlated Data Flow Graphs (CDFGS)............. 40
CHAPTER VI RESULTS & ANALYSIS ... 42
6.1 Block Characterization Visualized as Dendrograms ............cccccevvvevveennnnn. 42
6.1.1 Functional Clustering of Simple Calculator...........c..cccccoveveiieinennnn, 42
6.1.2 Functional Clustering of Dynamic Array Allocator .............ccccueneee. 44
6.1.3 Functional Clustering of Dynamic CSV Parser ...........cccocvevrvnennnn 47

6.2 Silhouette Coefficient as an Evaluation Metric ............ccoovevviiiicriinnennns 50
6.3 Block Correlation Analysis Using Correlated Data Flow Graphs............. 52
CHAPTER VII CONCLUSION ..ottt 56
REFERENGCES.......cc et 58
APPENDIX ...ttt 62
Appendix A (Entropy Calculation) ..........cccocveiiiieiieiiccceere e 62
Appendix B (Simple Calculator) ..o 64
Appendix C (Simple Calculator Assembly) ........c.ccoovviiiiiiiiieeeee 65
Appendix D (Dynamic Array AHOCALON).........ccccoveiieieiiieieeie e 70
APPENTIX E (CSV PAISEN) ....oiveiieciecie ettt 71
Appendix F (Dendrogram of CSV Parser Block CIUSters) ..........cccccevevveieennene 72
Appendix G (Coefficient Value of Simple Calculator BIocks)...........cc.ccovuee 73
Appendix H (Coefficient Value of Dynamic Array Allocator Blocks)............ 74
Appendix | (Coefficient Value of CSV Parser BIOCKS)...........coceovviriiininnne. 75
Appendix J (Block Similarity Heatmap of Simple Calculator)............c.c.ce..... 78
Appendix K (Block Similarity Heatmap of Dynamic Array Allocator) .......... 79

vii



BINARY STATIC ANALYSIS THROUGH INSTRUCTION AND OPERAND EXTRACTION AND
AGGLOMERATIVE HIERARCHICAL
CLUSTERING

CHRYST MARK REAL RUMAHORBO, Prof. Dr.-Ing. Mhd. Reza M. I. Pulun-gan, S.Si., M.Sc.
UNIVERSITAS

GADJAH MADA Universitas Gadjah Mada, 2024 | Diunduh dari http://etd.repository.ugm.ac.id/

LIST OF TABLES
Table 2.1 Table 0f COMPAIISON.......c.cciieiieieeiece e 9
Table 5.1 Environment SPecifiCationS..........cccccvvevveiieiiieie e 28
Table 5.2 Data frame of disassembled code of simple calculator program........... 30
Table 5.3 First 5 assembly codes distribution probability and entropy ................ 32

Table 5.4 First 5 assembly codes probability and entropy after noise removal.... 35

Table 5.5 Top 5 highly correlated blocks (Simple Calculator)...........c.ccccovenee.. 40
Table 6.1 Cluster Assignment Table (Simple Calculator) ..........cccccooveiiiiiinnnnnne 42
Table 6.2 Cluster Assignment Table (Dynamic Array Allocator) ............c.cceeeee. 45
Table 6.3 Cluster Assignment Table (CSV Parser) .......cccccoecvvveeveevcieececse e 48

viii



BINARY STATIC ANALYSIS THROUGH INSTRUCTION AND OPERAND EXTRACTION AND
AGGLOMERATIVE HIERARCHICAL

CLUSTERING

CHRYST MARK REAL RUMAHORBO, Prof. Dr.-Ing. Mhd. Reza M. I. Pulun-gan, S.Si., M.Sc.

Universitas Gadjah Mada, 2024 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

LIST OF FIGURES

Figure 3.1 ELF FOMAL ........coveiiiiccecce et 13
Figure 3.2 Pseudocode for Calculating Entropy using Shannon Entropy............. 15
Figure 3.3 Agglomerative Hierarchical Clustering Algorithm Process................ 17
Figure 3.4 Pseudocode of Agglomerative Hierarchical Clustering ...................... 18
Figure 3.5 Example of Dendrogram Produced by AHC Algorithm ..................... 19
Figure 3 6 An example of highly correlated data flow graph ...........cccccccovenrneee. 21
Figure 4.1 Example of a disassembled binary file..........c.ccoooooviiiiinie 23
Figure 5.1 Content size of each block (CSV Parser) ........ccccoovviieienencnenenen 31
Figure 5.2 Content size of each block (Dynamic Array Allocator) ...................... 31
Figure 5.3 Content size of each block (Simple Calculator) ............ccccoevveivenee. 31

Figure 5.4 Distinct instruction (€) Shannon entropies. (X-axis = Instructions).... 33
Figure 5.5 Distinct left operand (8) Shannon entropies. (X-axis = Left operand) 33

Figure 5.6 Distinct right operand (y) Shannon entropies (X-axis = Right operand)

............................................................................................................................... 34
Figure 5.7 Block similarity matrix heatmap (Simple Calculator)..............c......... 36
Figure 5.8 AHC dendrogram output (Dynamic Array Allocator) ...........c.cceeuee. 38

Figure 5.9 Silhouette Coefficient values for each block (CSV Parser (Left) and
Dynamic Array Allocator (RIgNt)).......covoiieiiiiiccc e 39

Figure 5.10 Maximum correlation values for each block (Dynamic Array
ATTOCALION) ..ttt bbb 41



BINARY STATIC ANALYSIS THROUGH INSTRUCTION AND OPERAND EXTRACTION AND
AGGLOMERATIVE HIERARCHICAL

CLUSTERING

CHRYST MARK REAL RUMAHORBO, Prof. Dr.-Ing. Mhd. Reza M. I. Pulun-gan, S.Si., M.Sc.

Universitas Gadjah Mada, 2024 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

Figure 5.11 Highly correlated blocks (Dynamic Array Allocator)..........c............ 41
Figure 6.1 Dendrogram of Block Clusters (Simple Calculator) .............ccccveeee. 43
Figure 6.2 Block 1 Content (Simple Calculator) ... 43

Figure 6.3 Average Entropy of Distinct Right Operand per Cluster (Simple
(OF 101U =1 o] o PSSO USRS 44

Figure 6.4 Dendrogram of Block Clusters (Dynamic Array Allocator) ............... 45

Figure 6.5 Average Entropy of Distinct Right Operand per Cluster (Dynamic Array
ATTOCALO) ..ttt 46

Figure 6.6 Average Entropy of Distinct Instruction per Cluster (CSV Parser) ... 49

Figure 6.7 Average Entropy of Distinct Right Operand per Cluster (CSV Parser)

Figure 6.8 Silhouette Coefficient for Each Block (CSV Parser) .........cc.ccocevenee. 50

Figure 6.9 Silhouette Coefficient for Each Block (Dynamic Array Allocator).... 51

Figure 6.10 Silhouette Coefficient for Each Block (Simple Calculator) .............. 51
Figure 6.11 Highly Correlated BIocks (CSV Parser)........cccccoovvveeienencnenenenn 53
Figure 6.12 Highly Correlated Blocks (Dynamic Array Allocator) ..................... 53
Figure 6.13 Highly Correlated Blocks (Simple Calculator) ...........ccccoevveiveneee. 54



BINARY STATIC ANALYSIS THROUGH INSTRUCTION AND OPERAND EXTRACTION AND
AGGLOMERATIVE HIERARCHICAL

CLUSTERING

CHRYST MARK REAL RUMAHORBO, Prof. Dr.-Ing. Mhd. Reza M. I. Pulun-gan, S.Si., M.Sc.

Universitas Gadjah Mada, 2024 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

LIST OF CODE
Code 5.1 Parsing instructions function to format assembly code.............c..cc...... 29
Code 5.2 A function to convert the extracted code into CSV format................... 30

Code 5.3 A loop to write with entropy above the threshold into a new CSV....... 34

Code 5.4 A function to calculate KL-Divergence between two blocks................ 35
Code 5.5 A function to convert similarity matrix into distance matrix ................ 37
Code 5.6 Implementation of AHC ..o 37
Code 5.7 Calculating Silhouette Coefficient values for each block ..................... 38

Xi



