Analisis Pengaruh Prinsip Non-Interferensi Pada Upaya Pembentukan Rezim Keamanan Siber
ASEAN
FAIZ KURNIAWAN, Dr. Dafri Agussalim;Muhammad Irfan Ardhani, MIR;Treviliana Eka Putri, MIntSec

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS

GADJAH MADA .
J Referensi

Singapore Business Review. “28% of Ransomware-Hit Singapore Firms Paid a Ransom:
Study.” Accessed March 30, 2021. https://sbr.com.sg/information-
technology/news/28-ransomware-hit-singapore-firms-paid-ransom-study.

ENISA. “About ENISA - The European Union Agency for Cybersecurity.” About ENISA.
Accessed August 24, 2022. https://www.enisa.europa.eu/about-enisa.

Arendshorst, John. “The Dilemma of Non-Interference: Myanmar, Human Rights, and the
ASEAN Charter.” Northwestern University Journal of International Human Rights 8
(2010 2009): 102.

E-International Relations. “ASEAN and the Principle of Non-Interference,” February 8, 2012.
https://www.e-ir.info/2012/02/08/asean-and-the-principle-of-non-interference/.
“ASEAN Cyber Capacity Programme (ACCP) - Cybil Portal,” October 7, 2021.
https://cybilportal.org/projects/asean-cyber-capacity-programme-accp/,
https://cybilportal.org/projects/asean-cyber-capacity-programme-accp/.

asiacentre.org. “ASEAN’s Non-Interference Policy Hinders Rohingya Justice,” September 3,
2018. https://asiacentre.org/asean-non-interference-policy-hinders-rohingya-justice/.

E-International Relations. “Assessing the ASEAN Community Project: Constructivism and the
Problem of Inflexible Norms,” January 8, 2014. https://www.e-ir.info/2014/01/08/the-
asean-community-project-through-constructivism/.

Bhwana, Petir Garda. “Data Breach Case: BSSN Probing Background of Hacker Bjorka.”
Tempo, September 14, 2022. https://en.tempo.co/read/1633948/data-breach-case-bssn-
probing-background-of-hacker-bjorka.

Cipher. “Which Country Is #1 in Cybersecurity?” Cipher, July 8, 2019.
https://cipher.com/blog/which-country-is-1-in-cybersecurity/.

ENISA. “Critical Information Infrastructures.” Topic. Accessed September 16, 2022.
https://www.enisa.europa.eu/topics/critical-information-infrastructures-and-
services/cii.

Cyber Security Agency. “CSA | ASEAN-Singapore Cybersecurity Centre of Excellence
(ASCCE).” Accessed August 24, 2022. https://www.csa.gov.sg/News/Press-
Releases/asean-singapore-cybersecurity-centre-of-excellence.

ASEAN Main Portal. “Cyber Security.” Accessed August 24, 2022. https://asean.org/our-
communities/asean-political-security-community/peaceful-secure-and-stable-
region/cyber-security/.

University of North Georgia. “Cybersecurity: A Global Priority and Career Opportunity.”
Accessed September 20, 2022. https://ung.edu/continuing-education/news-and-
media/cybersecurity.php.

World Economic Forum. “Cybersecurity Is Too Big for Governments or Firms to Handle
Alone.” Accessed September 14, 2022.
https://www.weforum.org/agenda/2021/05/cybersecurity-governments-business/.

DataReportal — Global Digital Insights. “Digital in Indonesia: All the Statistics You Need in
2021.” Accessed March 30, 2021. https://datareportal.com/reports/digital-2021-
indonesia.

Dunn Cavelty, Myriam. “Cyber-Security,” 400416, 2015.
https://doi.org/10.1093/hepl/9780198708315.003.0027.

ENISA. “ENISA Mandate and Regulatory Framework.” Page. Accessed September 20, 2022.
https://www.enisa.europa.eu/about-enisa/regulatory-framework.



Analisis Pengaruh Prinsip Non-Interferensi Pada Upaya Pembentukan Rezim Keamanan Siber
ASEAN
FAIZ KURNIAWAN, Dr. Dafri Agussalim;Muhammad Irfan Ardhani, MIR;Treviliana Eka Putri, MIntSec

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS

ENISA M U-Level Cyber Crisis Management.” Topic. Accessed September 16, 2022.
https://www.enisa.europa.eu/topics/cyber-crisis-management/eu-cooperation.

ENISA. “European Cybersecurity Challenge 2022.” Event. Accessed September 14, 2022.
https://www.enisa.europa.eu/events/european-cybersecurity-challenge-2022.

“Five Years after the WannaCry Ransomware Attack | Security Magazine.” Accessed
September 14, 2022. https://www.securitymagazine.com/articles/97610-five-years-
after-the-wannacry-ransomware-attack.

Statista. “Global Average Cost of a Data Breach by Country 2022.” Accessed September 18,
2022. https://www.statista.com/statistics/463714/cost-data-breach-by-country-or-
region/.

Graham, James, Ryan Olson, and Rick Howard. Cyber Security Essentials. CRC Press, 2016.

Guzzini, Stefano, and Anna Leander. Constructivism and International Relations: Alexander
Wendt and His Critics. Routledge, 2005.

Heinl, Caitriona H. “Regional Cybersecurity:: Moving Toward a Resilient ASEAN
Cybersecurity Regime.” Asia Policy, no. 18 (2014): 131-60.

hermesauto. “New Asean Cyber-Security Centre Launched to Train Response Teams to
Combat Online Threats.” Text. The Straits Times, October 2, 2019.
https://www.straitstimes.com/tech/new-asean-cyber-security-centre-launched-to-train-
response-teams-to-combat-online-threats.

Sogolytics Blog. “How Has Technology Affected Social Interaction?,” September 24, 2020.
https://www.sogolytics.com/blog/how-has-technology-affected-social-interaction/.

E-International Relations. “Introducing Constructivism in International Relations Theory,”
February 23, 2018. https://www.e-ir.info/2018/02/23/introducing-constructivism-in-
international-relations-theory/.

James, Patrick, Mariano E. Bertucci, and Jarrod Hayes. Constructivism Reconsidered: Past,
Present, and Future. University of Michigan Press, 2018.

Kearney, M. “The Local and the Global: The Anthropology of Globalization and
Transnationalism.” Annual Review of Anthropology 24 (1995): 547—65.

Krisman, Khanisa. “A Secure Connection: Finding the Form of ASEAN Cyber Security
Cooperation.” Journal of ASEAN Studies 1, no. 1 (2013): 41-53.

Kurzweil, Ray. The Singularity Is near: When Humans Transcend Biology. New York, NY:
Penguin Books, 2006.

Larochelle, Marie, Nadine Bednarz, Jim Garrison, and James W. Garrison. Constructivism and
Education. Cambridge University Press, 1998.

Mohamed Mizan, Nor Shazwina, Muhamad Yusnorizam Ma’arif, Nurhizam Safie Mohd Satar,
and Siti Mariam Shahar. “CNDS-Cybersecurity: Issues and Challenges in ASEAN
Countries.” SSRN  Scholarly Paper. Rochester, NY, April 1, 2019.
https://papers.ssrn.com/abstract=3786577.

BBC News. “Myanmar: Who Are the Rulers Who Have Executed Democracy Campaigners?,”
July 25, 2022, sec. Asia. https://www.bbc.com/news/world-asia-55902070.

CNA. “New Regional Cybersecurity Training Centre Opens in Singapore.” Accessed
September 20, 2022. https://www.channelnewsasia.com/singapore/new-regional-
cybersecurity-training-centre-opens-singapore-2225216.

RAMCHARAN, ROBIN. “ASEAN and Non-Interference: A Principle Maintained.”
Contemporary Southeast Asia 22, no. 1 (2000): 60-88.

“Southeast Asian Broadband Providers Report Varying Performance amid COVID-19.”
Accessed March 18, 2021. https://www.spglobal.com/marketintelligence/en/news-
insights/blog/southeast-asian-broadband-providers-report-varying-performance-amid-
covid19.



Analisis Pengaruh Prinsip Non-Interferensi Pada Upaya Pembentukan Rezim Keamanan Siber
ASEAN
FAIZ KURNIAWAN, Dr. Dafri Agussalim;Muhammad Irfan Ardhani, MIR;Treviliana Eka Putri, MIntSec

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS

Thé"ASEAN Post. “Strengthening Cybersecurity in ASEAN.” Accessed March 18, 2021.
https://theaseanpost.com/article/strengthening-cybersecurity-asean.

Sunkpho, Jirapon, Sarawut Ramjan, and Chaiwat Oottamakorn. Cybersecurity Policy in
ASEAN Countries, 2018.

ECSC. “Supporting IT Professionals.” Accessed September 20, 2022. https://ecsc.eu/about.

Suzuki, Sanae. “Why Is ASEAN Not Intrusive? Non-Interference Meets State Strength.”
Journal of Contemporary East Asia Studies 8, no. 2 (July 3, 2019): 157-76.
https://doi.org/10.1080/24761028.2019.1681652.

“The 21 Latest Emerging Cyber Threats & Attacks (NEW) | Aura.” Accessed September 14,
2022. https://www.aura.com/learn/emerging-cyber-threats.

“The EU Cybersecurity Act | Shaping Europe’s Digital Future.” Accessed August 24, 2022.
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act.

“The Rise of Cyber Organized Crime and Its Global Impact.” In Cyber Threat!, 17-34. John
Wiley & Sons, Ltd, 2014. https://doi.org/10.1002/9781118915028.ch01.

Thursday, Palo Alto Networks |, March 17, 2022, and 12:31 PM Asia/Singapore. “State of
Cybersecurity ASEAN Report 2022.” CybersecAsia (blog), March 17, 2022.
https://www.cybersecasia.net/infographic/state-of-cybersecurity-report-asean-2022.

Statista. “Top Countries GCI Cyber Security Ranking 2020.” Accessed September 18, 2022.
https://www.statista.com/statistics/733657/global-cybersecurity-index-gci-countries/.

SearchSecurity. “What Is Cybersecurity? Everything You Need to Know.” Accessed August
24, 2022. https://www.techtarget.com/searchsecurity/definition/cybersecurity.

The Verge. “Windows XP Computers Were Mostly Immune to WannaCry.” Accessed
September 14, 2022. https://www.theverge.com/2017/5/30/15712542/windows-xp-
wannacry-protect-ransomware-blue-screen.

wpadmin. “Why ASEAN Needs to Invest More in Cybersecurity.” The Asia Foundation (blog),
May 9, 2018. https://asiafoundation.org/2018/05/09/why-asean-needs-to-invest-more-
in-cybersecurity/.



