THE INTERPRETATION OF SEXTORTION IN INDONESIAN CRIMINAL LAW AND ITS PREVENTION
NABILA VANZA HANAVIA, Sri Wiyanti Eddyono, S.H., LL.M.(HR), Ph.D.

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

BIBLIOGRAPHY

Books

Chazawi, Adami & Ferdian, Ardian, 2015, Tindak Pidana Informasi & Transaksi
Elektronik: Penyerangan Terhadap Kepentingan Hukum Pemanfaatan
Teknologi Informasi dan Transaksi Elektronik, Media Nusa Creative, Malang

Efendi, Jonaedi & Ibrahim, Johnny, 2016, Metode Penelitian Hukum: Normatif dan
Empiris, Kencana, Jakarta

Flick, Uwe & Maxwell, Joseph A., etal., 2014, The SAGE Handbook of Qualitative
Data Analysis, SAGE Publications Ltd

Hariej, Eddy O.S., 2016, Prinsip-prinsip Hukum Pidana, Cahaya Atma Pustaka,
Yogyakarta

Harijadi, Djoko Agung, & Malau, Antonius, et. al., 2013, “101 Tanya Jawab
Seputar UU ITE”, Kementerian Komunikasi dan Informatika Republik
Indonesia, Jakarta

Ishag, 2017, Metode Penelitian Hukum dan Penulisan Skripsi, Tesis, Serta
Disertasi, Alfabeta, Bandung

Mamudji, Sri & Soekanto, Soerjono, 1990, Penelitian Hukum Normatif: Suatu
Tinjauan Singkat, Rajawali, Jakarta

Moeljatno, 2008, Asas-asas Hukum Pidana, Rineka Cipta, Jakarta

Munir, Nudirman, 2017, Pengantar Hukum Siber Indonesia, Rajawali Pers., Depok



THE INTERPRETATION OF SEXTORTION IN INDONESIAN CRIMINAL LAW AND ITS PREVENTION
NABILA VANZA HANAVIA, Sri Wiyanti Eddyono, S.H., LL.M.(HR), Ph.D. 89

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA
Nawawi, Barda, 2007, Tindak Pidana Mayantara: Perkembangan Kajian Cyber

Crime di Indonesia, RajaGrafindo Persada, Jakarta

Journals

Almazkyzy, Karlygash & Esteusizov, Yemar N., et. al, 2018, “The Essence and
Content of Cybercrime in Modern Times”, Journal of Advanced Research in

Law and Economics, Vol. 9, No. 3(33)

Aziz, Zarizana Abdul, UN Women, 2020, “Online Violence Against Women in

Asia: A Multicountry Study”

Cordova, José Grabiel Luis & Alvarez, Pascual Felipe Correa, et. al, 2018, “Law

versus Cybercrime”, Global Jurist, Vol. 18, No. 1

Eddyono Sri Wiyanti & Fatkhurozi, 2021, Kertas Kebijakan Kekerasan Seksual
Berbasis Online dan Perlindungan Korban: Pentingnya Pengaturan Hukum
Yang Komprehensif dalam RUU Tindak Pidana Kekerasan Seksual. YLBH

APIK Jakarta

Feigenblatt, Hazel, 2020, Transparency International, “Breaking the Silence

Around Sextortion: The Links Between Power, Sex and Corruption”

Guion, L. A.& Diehl, D. C, et. al., 2011, “Triangulation: Establishing the Validity

of Qualitative Studies”, Edis, No. 8:3



THE INTERPRETATION OF SEXTORTION IN INDONESIAN CRIMINAL LAW AND ITS PREVENTION
NABILA VANZA HANAVIA, Sri Wiyanti Eddyono, S.H., LL.M.(HR), Ph.D. 90

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA
Hunton, Paul, 2010, “Cyber Crime and Security: A New Model of Law

Enforcement Investigation”, Oxford Academic, Vol. 4, No. 4

International Association of Women Judges, Stopping the Abuse of Power through

Sexual Exploitation: Naming, Shaming, and Ending Sextortion, 2012

Johnson, David R. & Post, David, 1996, “Rise of Law in Cyberspace”, Stanford

Law Review, Vol. 48, No. 5

Juniarto, Damar & Susanti, Fransisca Ria, et. al., 2021, Cedera Dunia Maya: Cerita

Para Penyintas, LBH APIK Jakarta, Jakarta

Lee, Younmi & Lee, Seungjin, “Development and Achievements of Cybercrime
Preventions Programs of the Korean Institute of Criminology: Introduction to
the Virtual Forum Against Cybercrime”, Cybercrime in the Republic of
Korea Il: Criminal Justice and International Cooperation for Cybercrime

Prevention, Research Report Series 13-B-06, 2014

Lubis, Muhammad & Maulana, Fajri Achmad, 2010, “Information and Electronic
Transaction Law Effectiveness (UU-ITE) in Indonesia”, 3rd International

Conference on ICT4M 2010

Murphy, Sean D., 2001, “Adoption of Convention on Cybercrime”, The American

Journal of International Law, Vol. 95, No. 4



THE INTERPRETATION OF SEXTORTION IN INDONESIAN CRIMINAL LAW AND ITS PREVENTION
NABILA VANZA HANAVIA, Sri Wiyanti Eddyono, S.H., LL.M.(HR), Ph.D.

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

Arundari, Ni Putu Resha & Purwani, Sagung Putri M.E., “Perlindungan Hukum
Bagi Korban Kejahatan Sekstorsi dalam Hukum Positif di Indonesia”, Jurnal

Kertha Wicara, Vol. 1 No. 1, 2021

Patchin, Justin W. & Hinduja, Sameer, 2020, “Sextortion Among Adolescents:

Results from A National Survey of U.S. Youth”, Vol. 32 No. 1

Post, David G., 1996, “Governing Cyberspace”, The Wayne Law Review, Vol. 43,

No. 1

Subawa, Ida Bagus Gede, Saraswati Ni Putu Sekarwangi, et al., 2021,
“Pertanggung Jawaban Pidana Pelaku dan Korban Sekstorsi Kegiatan Video
Call Sex (VCS) Ditinjau dari Perspektif hukum Positif Indonesia”, Vol. 1, No.

1

Laws and Regulations

Convention on the Elimination of All Forms of Discrimination Against Women
Council of Europe Convention on Cybercrime

Draft of the Sexual Violence Law

Fatwa Majelis Ulama Indonesia on Laws and Guidelines on Interactions through

Social Media

Indonesian 1945 Constitution

Indonesian Law No. 44 of 2008 on Pornography



THE INTERPRETATION OF SEXTORTION IN INDONESIAN CRIMINAL LAW AND ITS PREVENTION
NABILA VANZA HANAVIA, Sri Wiyanti Eddyono, S.H., LL.M.(HR), Ph.D. 92

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

Indonesian Law No. 19 of 2016 on the Amendment to Law No. 11 of 2008 on

Electronic Information and Transaction

Reports and Surveys

Badan Pusat Statistik, No. 29/03/Th.2017, 2017

Berita Resmi Statistik No. 7/01/Th. XXIV

Dihni, Vika Azkiya, “Prervalensi Kekerasan Fisik dan Seksual terhadap Perempuan
Menurun pada 20217, https://databoks.katadata.co.id/datapublish/2021/12/29
Iprevalensi-kekerasan-fisik-dan-seksual-terhadap-perempuan-menurun-pada

-2021

Komnas Perempuan, “15 Bentuk Kekerasan Seksual”

Komnas Perempuan, Catahu 2021

KPPPA, 2018, “Buku Panduan Internet Aman untuk Anak: Pencegahan Eksploitasi

Seksual Anak di Internet”

Mulyana, Kurniawan Eka, “Hasil SPHPN Kementerian PPPA 2021: Perempuan

Pernah Alami Kekerasan”

Putusan Mahkamah Agung No. 574.K/Pid.Sus/2018

Putusan Mahkamah Agung No. 83 PK/Pid.Sus/2019



THE INTERPRETATION OF SEXTORTION IN INDONESIAN CRIMINAL LAW AND ITS PREVENTION
NABILA VANZA HANAVIA, Sri Wiyanti Eddyono, S.H., LL.M.(HR), Ph.D. 93

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS

GADJAH MADA
Simonovié, Dubravka, 2018, Report of the Special Rappoteur on Violence Against
Women, its Causes and Consequences on Online Violence Against Women

and Girls from A Human Rights Perspective
Thorn, Sextortion: 2017 Survey Findings
Transparency International, Global Corruption Barometer Asia 2020

UN Congress X/2000 on the Prevention of Crime and the Treatment of Offenders,
Background Paper, Document No. A/CONF.187/10

Press Release

Press Release No. 69/HM/KOMINFO/06/2017, “Fatwa Majelis Ulama Indonesia
mengenai Hukum dan Pedoman Bermuamalah”, https://kominfo.go.id/conte
nt/detail/9816/siaran-pers-no-69hmkominfo062017-tentang-fatwa-majelis-ul
ama-indonesia-mengenai-hukum-dan-pedoman-bermuamalah-melalui-medi

a-sosial/O/siaran_pers

Press Release No. 98/HM/KOMINFO/12/2016, “Surat Edaran Batasan dan
Tanggung Jawab Penyedia Platform dan Merchant Electronic Commerce
(Safeharbour)”, https://kominfo.go.id/content/detail/8625/ siaran-pers-no-
98hmkominfo122016-tentang-surat-edaran-batasan-dan-tanggung-jawab-pe
nyedia-platform-dan-merchant-electronic-commerce-safeharbour/0/siaran_p

ers

Thesis



THE INTERPRETATION OF SEXTORTION IN INDONESIAN CRIMINAL LAW AND ITS PREVENTION
NABILA VANZA HANAVIA, Sri Wiyanti Eddyono, S.H., LL.M.(HR), Ph.D.

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS

GADJAH MADA
Hanifah, Nur,”Hukuman bagi Pelaku Tindak Pidana Pelecehan Seksual atau
Kesusilaan Melalui Media Sosial (Cyberporn) dalam Perspektif Hukum

Positif dan Hukum Islam”, Universitas Islam Negeri Walisongo Semarang

Websites

Ayyubi, Sholahuddin Al, “Program indonesiabaik.id Kemkominfo Raih
Penghargaan ~ PBB”,  https://teknologi.bisnis.com/read/20180321/101/

752441/program-indonesiabaik.id-kemkominfo-raih-penghargaan-pbb

Berita Kominfo, “Kominfo Terus Blokir Situs dan Konten Negatif Secara
Komprehensif ~ dan  Berkelanjutan”,  https://kominfo.go.id/index.php
/content/detail/3596/Kominfo+Terus+Blokir+Situs+dan+Konten+Negatif+S

ecarat+Komprehensif+dan+Berkelanjutan/O/berita_satker

Berita ~ Kominfo, “Menkominfo  Luncurkan  Situs indonesiabaik.id”,
https://www.kominfo.go.id/content/detail/9843/menkominfo-luncurkan-situ

s-indonesiabaikid/O/berita_satker

Berita Kominfo, “SKB Pedoman Implementasi UU ITE Ditandatangani, Menko
Polhukam  Berharap  Beri  Perlindungan pada  Masyarakat”,
https://www.kominfo.go.id/content/detail/35229/skb-pedoman-implementas
i-uu-ite-ditandatangani-menko-polhukam-berharap-beri-perlindungan-pada-

masyarakat/0/ berita



THE INTERPRETATION OF SEXTORTION IN INDONESIAN CRIMINAL LAW AND ITS PREVENTION
NABILA VANZA HANAVIA, Sri Wiyanti Eddyono, S.H., LL.M.(HR), Ph.D.

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

Cambridge Dictionary, “Sextortion”, https://dictionary.cambridge.org/dictionary/e

nglish/sextortion

Fatiara, Nabila, “Mengenal Siberkreasi, Gerakan Literasi Digital yang Dipimpin
Yosi Mokalu”, https://kumparan.com/kumparannews/ mengenal-siberkreasi-

gerakan-literasi-digital-yang-dipimpin-yosi-mokalu-1vonYda2pwN

Freedom House, 2020, “Freedom on the Net 2020 - South Korea”,

https://freedomhous e.org/country/south-korea/freedom-net/2020

Gercke, Marco, 2014, “Understanding Cybercrime: Phenomena, Challenges and
Legal Response”, Development Sector (ITU-D), https://www.itu.int/en/ITU-

D/Cybersecurity/Documents/Cybercrime2014_E.pdf

Harsono, Norman, “Despite Improvements, Indonesia’s Digital Literacy Remains

Low”, https://www .thejakartapost.com/opinion/2022/03/11/achieving-

sustainable-development-through-education.html

Japelidi, https://japelidi.id/tentangjapelidi/

Kurniawan, Haris, “Gaungkan Internet Positif Lewat Gerakan Nasional Literasi
Digital Siberkreasi”, https://www.merdeka.com/teknologi/gaungkan-internet

-positif-lewat-gerakan-nasional-literasi-digital-siberkreasi.html

Lestari, Hasanak Eka, “Menkominfo Apresiasi Upaya Meliterasi Masyarakat di Era
Digital”, https://aptika.kominfo.go.id/2019/04/menkominfo-apresiasi-upaya-

meliterasi-masyarakat-di-era-digital/



NABILA VANZA HANAVIA, Sri Wiyanti Eddyono, S.H., LL.M.(HR), Ph.D.
Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

THE INTERPRETATION OF SEXTORTION IN INDONESIAN CRIMINAL LAW AND ITS PRgEé/ENTION

UNIVERSITAS

GADJAH MADA
Loasana, Nina A., “Online Sexual Abuse Has More Than Doubled During The
Pandemic”, https://www.thejakartapost.com/news/2020/11/25/online-sexual

-abuse-has-more-than-d oubled-during-pandemic.html

Merriam-Webster Dictionary on “Law”, https://www.merriam-webster.com/dictio
nary/law
Nurita, Dewi, “DPR Sahkan RUU TPKS Hari Ini”, https://nasional.tempo.co/read/1

581096/dpr-sahka n-ruu-tpks-hari-ini

Pratomo, Aditya Gema & Jemadu, Liberty, “indonesiabaik.id Diluncurkan, Upaya
Kominfo Munculkan Optimisme”, https://www.suara.com/tekno/2017/06/06/

203839/indonesiabaikid-diluncurkan-upaya-kominfo-munculkan-optimisme

Priancha, Angga, “Why Digital Literacy Matters for Indonesia”,

https://www.policyforum.net/why-digital-literacy-matters-for-indonesia/

Riana, Friski & Oktara, Diko, “Bersatu Menangkal Kabar Bohong”,

https://koran.tempo.co/read/topik/446634/bersatu-menangkal-kabar-bohong

Riyanto, Galuh Putri, “Kominfo Gandeng Google Perangi Misinformasi di Internet,
Begini Caranya”, https://tekno.kompas.com/read/2021/06/30/18090067/kom
info-gandeng-google-perangi-misinformasi-di-internet-begini-caranya?page

=all

Rizkinaswara, Leski, “Masyarakat Anti Fitnah Indonesia”, https://aptika.kominfo.

go.1d/2019/07/masyarakat-anti-fitnah-indonesia/



THE INTERPRETATION OF SEXTORTION IN INDONESIAN CRIMINAL LAW AND ITS PREVENTION
NABILA VANZA HANAVIA, Sri Wiyanti Eddyono, S.H., LL.M.(HR), Ph.D. 97

Universitas Gadjah Mada, 2022 | Diunduh dari http://etd.repository.ugm.ac.id/

UNIVERSITAS
GADJAH MADA

Schjolberg, Stein, 2008, “The History of Global Harmonization on Cybercrime
Legislation - The Road to Geneva”, Cybercrime Law,

https://www.cybercrimelaw.net/documents /cybercrime_history.pdf

Siberkreasi, https://www.siberkreasi.id/tentang

Thorn, “Sextortion is an Emerging Form of Online Abuse”,

http://www.thorn.org/sextortion/



