RANCANGAN SISTEM OTOMATISASI PACKET FILTERING BERDASAR SINKRONISASI DATA
PROFILING PADA IP PROFILE

DATABASE MENGGUNAKAN PYTHON

TRI MULTY RIZKILINA, Nur Rohman Rosyid, S.T., M.T., D.Eng.

éJAI\]'DIJ‘//\%[Ri}&ADSA Universitas Gadjah Mada, 2022 | Diundu;)dziFh’ti;‘)KLi;i.rlegcisitory.ugm.ac.id/
HALAMAN JUDUL ...ttt sttt sttt sttt sbeenesite e enae i
LEMBAR PENGESAHAN .....ooiiiitititet ettt sttt sttt ettt il
PERNYATAAN BEBAS PLAGIAST ...ttt iii
KATA PENGANTAR ..ottt ettt ettt et e st e e estenseenseeneenneenes v
INTISARI ..ottt ettt et et e e e st e s s e enteentesseenseensesseenseensenneans vii
ABSTRACT ...ttt ettt ettt ettt ettt e st e bt et eesee st e st e entenseensesneenseenseeneenseenes viii
DAFTAR ISttt ettt et b et st b et et e s b e e saee e ix
DAFTAR GAMBAR ..ottt ettt ettt st sbe et et sbe e b e Xi
DAFTAR TABEL.....ooiieeeeee ettt ettt et st nb et esbe e e sneens xii
DAFTAR GRAFIK ...ttt sttt ettt et sttt e e xiii
BAB I PENDAHULUAN ..ottt ettt ettt te et steseesseesaesseenseesaenseensasnsenseenes 1
1.1 Latar BelaKang .......ccc.oooiiiiiiiiieeee ettt 1
1.2 Rumusan Masalah ..........coooiiiiiiiiiii e 2
1.3 Batasan Masalah..........cccoooiiiiiiiiiiiie e 2
1.4 Tujuan Penelitian..........cccueeciieriieiieiieeiiecite ettt re e ee e s e enbeesaaesebeessaeenseenens 3
1.5  Manfaat Penelitian.........cccovieriiiiiiieiieieeeee e 3
1.6 Sistematika PenuliSan...........cccoeoiiiiiiiiiiieieieeeee e 3
BAB II TINJAUAN PUSTAKA ...ttt st 4
2.1 Keamanan JariN@an ..........cccceeoeerierienieiieneeie ettt sttt et et sbe ettt 4
2.2 Firewall Packet Fillering ............ccocccooivimiiiniiiiiniinieiieeteeieeee ettt 4
2.3 MONZODALADASE......ccueiiiiiieiiiieeteritete et 5
2.4 Otomatisasi JATINZAN .....cocuiviiriiiiinierieee ettt sttt 5
B T T T PSSP 6
2.0 ParamiKO....cooueiiiiiieiee et sttt e 7
2 A ¥ [ 1 L LSRR 7
B T = £ 0 T0] ) PSPPSR 11
BAB IIILMETODE PENELITIAN ..ottt st 12
3.1  Bahan dan Peralatan ............ccocooviiiiiiiiiiiiiiieee e 12
31T Peralatan.....coueeeeiieniieieeeiee e e 12
312 BANAN wciiiiii et 13
3.2 Tahapan Penelitian ..........cccceeiiiiiiiiiieiieeiieie ettt 14
3.3 Arsitektur Keseluruhan SiStem .........coccoiiiiiiiiiiiiiiiiee e 15
3.3.1 SIEM (Security Information and Event Management) .............cccceeevveeecuveeneunnens 15

X



RANCANGAN SISTEM OTOMATISASI PACKET FILTERING BERDASAR SINKRONISASI DATA
PROFILING PADA IP PROFILE

DATABASE MENGGUNAKAN PYTHON

TRI MULTY RIZKILINA, Nur Rohman Rosyid, S.T., M.T., D.Eng.

Y SR Seturi Orehimmesion. duiomaion ot Responco) . 7
3.4  Arsitektur Sistem pada Fokus Penelitian ............ccoceeeieiiiiiiieniiiiiienieeeee e 18
3.5  Penentuan Batas Nilai Average Base SCOTe ...........c.ccouveuievieiciecieniiieiiesieeeieenneens 20
3.6  Skema Berjalannya Proses PembloKiran.............cccceeviiieriiieiiieeiiiecie e 21

BAB IV_ANALISIS HASIL DAN PEMBAHASAN .......oootiieiieeeerteee et 22
4.1  Implementasi MQTT COIECLOF..........cccueeeeeieiiiieeiiieciee et 22

4.1.1 Running MQTT=COlECtOr ............cocuueeeuieeieeeiieeecieeete et 24
4.2 Implementasi Perangkat Jaringan............ccccceevveeviiiriiienieiiiienie e 26
421 MIKIOUIK .ottt sttt et 26
4.3 Implementasi BIOCKING COUE ...........c.ooccueeveeeciiiiiieiieeieeieeeee et 27
4.3.1  BlOCKING COAE ..ottt e e e e e e 27
4.3.2 Terminal BlOcking Code .............ccocueveriuimiiiiiiiiiiiniiiiinieneeieeteeeesie et 30
4.3.3 Check alamat IP penyerang pada ROULET ...........cceeveeeiueeiiiiiiienieeiieee e 32
4.4  Implementasi Release COde ............ocouuiiiiiiiiiiiiiiiiiie ettt 32
441 ReleASE COUE.......uuooeeeaiiieieeeeeeee et saa e e e e 32
4.4.2 Hasil Running Release Code.................coouucueiuieciesiiiaiiieeieeiieesieeieeseeesreesve e 33
4.5 Hasil PENGUJIAN ...occuiiiiiiiiiiciieiieceeeee ettt ettt e b et sebeeaeeesbeennaeennaas 35
4.5.1 Hasil Keseluruhan SiStem ...........cooieriiriiiniiniiiiieeeceeeeeee e 35
4.5.2 Perbandingan Jeda Proses Data Profiling TerbloKir...........ccccoeevvenciieiniiieencnenennee. 35

BAB V. PENUTUP ..ottt ettt sttt nbenne s 37
5.1 K@SIMPUIAN. ....coiiiiiiiiiiecee ettt ettt et e 37
5.2 SATAN....eiiiiiiiiiee ettt ettt et e sttt e et e et e e e abeeeeabeeeabee s 37

DAFTAR PUSTAKA ...ttt sttt nae b nne s 38

LAMPIRAN 1. Pengaturan MIKIOtIK .........ccccerieriiiiiniiniiiinieeeieeece et 40

LAMPIRAN 2. LIDTATY PYIAOR ..ottt et eeeesveeesvaeseaeeeaaaessaeesaeassnsaeenns 41

LAMPIRAN 3. Program MQTT-COllECtOr ..........c.ooeecueieeciiieeiieeeiieesiie e esieeeieeeseeesvee e 42

LAMPIRAN 4. Program Blocking Code...........coocuviiriiiiiiiieniieeiieeeeeee e 43

LAMPIRAN 5. Program Release Code..............occuueecueeeiuiieniiiiesiieesieieesieeeseeesieseesneeessneenns 47



